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SR 816.111 Erganzung 1 zu Anhang 5 EPDV-EDI

1 Introduction

Die in diesem Abschnitt dokumentierten nationalen Anpassungen der Integrationsprofile sollen in
Verbindung mit den Definitionen von Integrationsprofilen, Akteuren und Transaktionen verwendet
werden, die in den Banden 1 bis 3 der IHE IT Infrastructure und Radiology Technical Frameworks
enthalten sind.

Dieses Dokument mit nationalen Anpassungen von IHE-Integrationsprofilen wurde erstellt, um die
schweizerischen Regelungen der Verordnung lber das elektronische Patientendossier (EPDV,
SR 816.11) zu erfillen. Die EPDV und die EPDV-EDI (SR 816.111) werden in der Amtlichen
Sammlung (AS) verdffentlicht (in Deutsch, Franzdsisch und Italienisch)?.

The national extensions documented in this section shall be used in conjunction with the definitions
of integration profiles, actors and transactions provided in Volumes 1 through 3 of the IHE IT
Infrastructure and Radiology Technical Frameworks.

This document with national extensions of IHE integration profiles was authored in order to fulfil the
Swiss regulations of the Ordinance on the Electronic Patient Record (EPRO, SR 816.11). The EPRO
and the EPRO-FDHA (SR 816.111) are published in Official Compilation of Federal Legislation
(available in German, French and Italian)®.

1 German: https://www.admin.ch/opc/de/classified-compilation/20111795/index.html;
French: https://www.admin.ch/opc/fr/classified-compilation/20111795/index.html;
Italian: https://www.admin.ch/opc/it/classified-compilation/20111795/index.html.
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Nationale Anpassungen SR 816.111

1.1 Definition of terms

1.1.1 EPR circle of trust

From an organizational perspective and in terms of the Electronic Patient Record Act (EPRA),
communities are an association of healthcare professionals and their institutions. Communities who
want to participate in the Swiss EPR must comply with the certification requirements as laid down in
the implementing provisions for the EPRA. Such communities and, in particular, their gateways will
be listed in a community portal index (CPI) provided by the Federal Office of Public Health (FOPH)
and therefore form a circle of trust by mutual recognition of their conformity related to data protection
and data privacy. Furthermore, all required central services are also part of this circle of trust.
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Figure 1: Swiss EPR circle of trust
1.1.2 Patient Identifiers (EPR-SPID, MPI-PID)

Communities in the EPR circle of trust use the national EPR sectoral patient identifier (EPR-SPID)
only for cross-community communication. The Federal Central Compensation Office2 (CCO) is the
institution which issues EPR-SPID’s (EPR Sectorial Personal Identification Number). The CCO is
the only institution which is allowed to correlate the Social Security Number (AHVN13) with the
EPR-SPID. There is no correlation possible back from the EPR-SPID to the Social Security Number.
This is political intention in order to achieve highest possible patient privacy.

Within a community, patients are identified by an MPI-PID which is managed by a community Master
Patient Index (MPI). Primary Systems may correlate their local patient identifier with the MPI-PID.
For cross-community communication the gateways may correlate the MPI-PID to the EPR-SPID.

2 https://lwww.zas.admin.ch/
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Figure 2: Swiss Patient Identifier

1.1.3 Terminology

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”,
“SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be
interpreted as described in [RFC2119]°.

114 Scope of precisions

The extensions, restrictions and translations specified apply to the following IHE IT Infrastructure
(ITI) integration profiles:

a. IT Infrastructure: Cross-Enterprise Document Sharing (XDS)

IT Infrastructure: Cross-Community Access (XCA)

IT Infrastructure: Cross-Enterprise Document Sharing for Imaging (XDS-I.b)
IT Infrastructure: Audit Trail and Node Authentication (ATNA)

IT Infrastructure: Cross-Enterprise User Assertion (XUA)

IT Infrastructure: Patient Identifier Cross-Reference HL7 V3 (PIXV3)

IT Infrastructure: Patient Demographic Query HL7 V3 (PDQV3)

IT Infrastructure: Cross-Community Patient Discovery (XCPD)

S A

IT Infrastructure Technical Framework Supplement: Healthcare Provider Directory (HPD)
j- T Infrastructure Technical Framework Supplement: XDS Metadata Update (XDS MU)
k. IT Infrastructure Technical Framework Supplement: Restricted Metadata Update (RMU)

3 For full text of RFC2119 see https://www.ietf.org/rfc/rfc2119.txt.
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1.2 Requirements on XDS and XCA

1.2.1 MetadatalLevel

In Stored Queries (transactions Registry Stored Query [ITI-18] and Cross Gateway Query [ITI-38]),
the parameter $Metadatal evel, whenever provided, shall equal to 1 (one). Whenever a receiving
actor (e.g. a Document Registry) discovers that this requirement is violated in an incoming request,
it shall reject this request and return an error with the code XDSRegistryError (see section 1.4).

1.2.2 Additional requirements on the Registry actor

Document Registries MUST reject metadata registration requests containing Folders and/or
Associations whose source and/or target objects are Folders.

1.2.2.1 Reference ID Option

The Registry must support the Reference ID Option (see IHE ITI TF-14, chapter 10.2.6) thus to
support the use case of imaging where an Imaging Source must store specific values to the
DocumentEntry.referenceldList attribute.

123 Additional requirements on the Document Consumer actor

Whenever the role of the accessing user is nhot DADM (Document Administrator), the Document
Consumer MUST NOT display metadata of and references to objects of the following types:

a. Submission Sets not containing any DocumentEntry or Association object the accessing
person is permitted to retrieve,

b. Folders,
c. Associations whose source and/or target objects are any of the above objects.

1.2.4 Metadata

1.24.1 DeletionStatus
An extra metadata attribute is introduced for the following use cases:
a. To submit a deletion request for a document.
b. To mark a document provided by a health care professional, that it should not be deleted
after the by law determinate time period.

For the extra metadata attribute, the Predefined URN datatype is used (see IHE ITI TF-3°, chapter
4.2.3.1.7 “Metadata Attribute Data types”). It shall have the name of urn:e-health-
suisse:2019:deletionStatus. The following values are defined:

Value Expected behavior

No action requested. This value can
also be sent to undo the other
options.

urn:e-health-
suisse:2019:ddeletionStatus:deletionNotRequested

urn:e-health-

suisse:2019:deletionStatus:deletionRequested Document shall be deleted.

This document shall not be deleted

urn:e-health- after the time period for the deletion
suisse:2019:deletionStatus:deletionProhibited of outdated documents as defined in
the law.

Table 1: DeletionStatus in the document metadata

4 IHE IT Infrastructure (ITI) Technical Framework, Volume 1, Revision 19.0, June 17, 2022.
5 |HE IT Infrastructure (ITI) Technical Framework, Volume 3, Revision 19.0, June 17, 2022.
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12411 Expected Action

After receiving a deletionRequest equal to deletionRequested in a metadata update transaction the
Registry has the options to either:

a. Store the received deletionStatus to the corresponding DocumentEntry in the Registry
data store. Itis then in the responsibility of the community holding the Document to delete
the document and corresponding metadata in reasonable time.

b. Directly delete the corresponding metadata. It is then in the responsibility of the

community holding the Document to also delete the document in reasonable time if not
done directly.

After receiving a deletionRequest equal to deletionProhibited in a metadata update transaction the
Registry has to store the received deletionStatus to the corresponding DocumentEntry in the
Registry data store. It is then expected that the documents will not be deleted after the by law
determinate time period.

1.2.4.2 Metadata Optionality

To fulfill national requirements metadata optionality is changed as follows (see IHE ITI TF-38,
Table 4.3.1-3 “Sending Actor Metadata Attribute Optionality”):

Metadata Element ‘ Metadata Attribute XDS DS XDS DR

DocumentEntry Title R R
DocumentEntry DeletionStatus 0] @)
SubmissionSet Author R R

Table 2: Metadata Optionality

1.24.3 SubmissionSet.Author.AuthorRole

The SubmissionSet.Author element MAY be used to track the user who made the latest changes to
the document metadata. If present, the value of the AuthorRole attribute SHALL be taken from the
SubmissionSet.Author.AuthorRole value set with the OID 2.16.756.5.30.1.127.3.10.1.41.

1.24.4 Document Entry.originalProviderRole

An extra metadata attribute SHALL be used to distinguish document originally provided by patients
or their representatives from documents originally provided by healthcare professionals, assistants,
technical users or document administrators. The extra metadata attribute SHALL be set by the
Document Source actor to the role value of the current user and SHALL NOT be updated by Update
Initiator or Document Administrator actors.

For the extra metadata attribute, the Predefined URN datatype SHALL be used (IHE ITI TF-38,
chapter 4.2.3.1.7 “Metadata  Attribute = Data types”) with name  urn:e-health-
suisse:2020:originalProviderRole.  Values SHALL be taken from the value set
DocumentEntry.originalProviderRole (OID: 2.16.756.5.30.1.127.3.10.1.42) and formatted as Coded
String data type defined in IHE ITI TF-36, Table 4.2.3.1.7-2, i.e. as Code™"&CodeSystemID&ISO.

1.3 Requirements on XDS-I.b

Imaging Document Sources SHALL fulfill the following requirements on the XDS Metadata and the
X-User Assertion when providing KOS objects:
a. The purpose of use of the X-User Assertion SHALL be equal to “DICOM_AUTO”.

b. The DocumentEntry.formatCode SHALL be equal to the coded value of “DICOM
Manifest” (“1.2.840.10008.5.1.4.1.1.88.59"1.2.840.10008.2.6.1").

DocumentEntry.mimeType SHALL be equal to “application/dicom”.

The StudylnstanceUID referenced in the KOS object SHALL be conveyed in the
DocumentEntry.referenceldList (urn:ihe:iti:xds:2013:referenceldList).

6 |HE IT Infrastructure (ITI) Technical Framework, Volume 3, Revision 19.0, June 17, 2022.
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The Document Repository SHALL enforce the requirements above when Imaging Document
Sources provide KOS objects in Provide and Register Document Set [ITI-41] or Provide and Register
Imaging Document Set [RAD-68] transactions. l.e., the Document Repository SHALL accept KOS
objects only, if the following requirements are fulfilled:

a. The purpose of use of the X-User Assertion SHALL be equal to “DICOM_AUTO”.

b. The DocumentEntry.formatCode SHALL be equal to the coded value of “DICOM
Manifest” (“1.2.840.10008.5.1.4.1.1.88.59"1.2.840.10008.2.6.1").

c. DocumentEntry.mimeType SHALL be equal to “application/dicom”.
1.4 Expected actions for receiving actors receiving unexpected parameters

141 For ebXML-based profiles (e.g. XDS)

Whenever the receiving actor detects that the incoming message is invalid (e.g. a required element
is missing, or a prohibited element is present, or an element has a wrong cardinality, or an element
has a wrong format, or an element references an unknown entity, or an element is not consistent
with other message elements, etc.), it MUST reject this message and MUST NOT execute the action
requested in it.

The response message MUST specify the corresponding status code and provide information about
each discovered error as prescribed in IHE ITI TF-37, chapter 4.2.4 "Success and Error Reporting".

Note: independently from whether the incoming request message is valid or not, the receiving actor
MAY create additional sub-elements RegistryError with attribute @severity set to
"urn:oasis:names:tc:.ebxml-regrep:ErrorSeverityType:Warning" to inform the sending actor about
request message anomalies which are important in some regard but did not lead to rejection of the
reqguest.

1.4.2 For HL7v3-based profiles (e.g. PIXV3)

Whenever the receiving actor detects that the incoming message is invalid (e.g. a required element
is missing, or a prohibited element is present, or an element has a wrong cardinality, or an element
has a wrong format, or an element references an unknown entity, or an element is not consistent
with other message elements, etc.), it MUST reject this message and MUST NOT execute the action
requested in it.

The response message MUST specify the code "AE" (application error) in both
Acknowledgement.typeCode (transmission wrapper) and QueryAck.queryResponseCode (control
act  wrapper), and provide for each discovered error a sub-element
Acknowledgement.acknowledgementDetail with the following contents:

a. typeCode — fixed value "E" (error).

b. code — error code, preferably from the HL7 code system 2.16.840.1.113883.12.357 or
2.16.840.1.113883.5.1100.

c. text— description of the error in one or more natural languages.

Note: independently from whether the incoming request message is valid or not, the receiving actor
MAY create additional sub-elements Acknowledgement.acknowledgementDetail with typeCode
equal to "I" (information) or "W" (warning) to inform the sending actor about request message
anomalies which are important in some regard but do not lead to rejection of the request.

7 |HE IT Infrastructure (ITI) Technical Framework, Volume 3, Revision 19.0, June 17, 2022.
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15 Requirements on ATNA

151 Precisions on Authenticate Node [ITI-19]

All Actors grouped with the Secure Node or Secure Application Actor SHALL implement the “STX:
TLS 1.2 floor using BCP195 Option” defined in the IHE ITI TF-28, chapter 3.19.6.2.3.

152 Precisions on Record Audit Event [ITI-20]

The following additional requirements apply to ATNA audit records generated by IHE and EPR
actors:

a. The attribute //AuditSourceldentification/@AuditEnterpriseSitelD is required and shall
contain the OID of the audit source.

b. Whenever an element //PatrticipantObjectldentification describes an XDS document, the
attribute //PatrticipantObjectldentification/@ParticipantObjectSensitivity shall contain the
confidentiality code of this document (if known). The format is HL7v2 CE with the code
system OID as the code system name,
€.9.:1051000195109"*normal”2.16.840.1.113883.6.96.

c. Inall elements of the type CodedValueType: whenever the represented code belongs to
the Swiss Metadata value set, the attribute @codeSystemName shall contain the OID of
the corresponding code system instead of its symbolic name. For all other codes, this
requirement is optional.

In addition to the fine-grained ATNA logging, the ERPA prescribes to log coarse-grained (and easy
understandable by the patient) information about any processing of a patient’'s EPR, and to provide
this information upon the patient’'s request in conformance with the national profile «Audit Trail
Consumption» (CH:ATC). Thereby, ATNA audit records can serve as raw data of CH:ATC
responses.

1.6 Requirements on XUA for Authentication and User Assertion

1.6.1 Introduction

The Federal Act on Electronic Patient Records (EPRA) requires a secure environment and therefore
strong authentication and access control mechanisms within the EPR circle of trust.

The XUA Profile in the IHE ITI TF-1° defines means to communicate claims about authenticated
principals (users, applications and systems) in transactions that cross enterprise boundaries. In the
context of the EPR these claims are used for access control and to protocol information not available
in the transaction messages.

While the requirements on the X-Service User on the authentication of principals and the method
that the X-Service User (e.g. XDS Document Consumer) uses to get the Assertion, are outside of
scope of the standard IHE XUA Profile (see IHE ITI TF-19, chapter 13 “Cross Enterprise User
Assertion (XUA)”), they are of importance for the Swiss EPR.

The requirements on the X-Service User on the authentication of persons (e.g. patients, healthcare
professionals) are specified in Annex 8 EPRO-FDHA and are out of the scope of this national
extension. This national extensions only adds some additional information, especially to bridge the
IHE vocabulary used in this national extension to the vocabulary used in Annex 8 EPRO-FDHA.

The requirements on authentication of impersonal technical user (e.g. applications, systems) are not
specified in Annex 8 EPRO-FDHA. The Federal Act on Electronic Patient Records allows a write
only access for technical users. Consequently, this national extension specifies the method, a
technical user implementing a X-Service User (XDS Document Source) must use to retrieve an
Assertion.

8 IHE IT Infrastructure (ITl) Technical Framework, Volume 2, Revision 19.0, June 17, 2022.
9 IHE IT Infrastructure (ITI) Technical Framework, Volume 1, Revision 19.0, June 17, 2022.
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The IHE XUA Profile defines the means to communicate principal attributes (e.g. ID, Name) and
session attributes (e.g. purpose of use) that appear to be needed in the use cases, leaving the
definition of the standards to be used to identify these attributes and their values. Consequently, this
national extension specifies the attributes and which values to be used in the Swiss EPR. Due to
the special requirements of the Swiss EPR, the required attributes, their format and their possible
values are not interdependent, but depend on the user role. This dependency of the attributes to the
user role is taken into account by using extensions. For example the patient extension defines the
attributes to be provided, their format and allowed values for an assertion to be used by patients,
which differs from the requirements on the assertion to be used by a healthcare professional or other
roles defined in the Swiss EPR.

A relationship is called “on behalf of’-relationship, if an authenticated person or system acts on behalf
of a subject, that is registered in the community and authorized to access an EPR. For persons or
systems acting on behalf of an authorized subject (responsible) inherit the access rights from their
responsible. Access rights of subjects acting “on behalf of’ can therefore not be managed
independently.

The following roles are defined in the Swiss EPR and reflected in the extensions: A healthcare
professional may read from and write data and documents to an EPR in a treatment context, if
authorized by the patient either directly or through membership to an authorized group. An assistant
may act on behalf of a healthcare professional and inherits the access rights of the healthcare
professional she /he is acting on behalf of. A technical user (e.g. an application or system) may
write data and documents to an EPR acting on behalf of a healthcare professional who is named to
be responsible for the technical user. A patient may read and write data to its own EPR, e.g. read
and write documents to an EPR or authorize healthcare professionals to do so. A representative
may manage an EPR on behalf of the patient. A policy administrator may open or delete an EPR,
i.e. read, write or delete the access policies of an EPR. A document administrator may correct
errors on documents and document metadata level in EPR.

The roles described above may differ from the real life roles of the user. A user acting with role
assistant in the Swiss EPR may be medical assistant or a healthcare professional in real life; a user
acting with role representative in the Swiss EPR may be an assistant, a healthcare professional or
a private person in real life; a user acting with role policy administrator or document administrator in
the Swiss EPR may be an assistant, a healthcare professional or a hospital employee in real life.

While the method used by a X-Service User (e.g. Document Consumer) to determine the contents
of the assertion is outside of scope of the standard IHE XUA Profile, it is of importance in the Swiss
EPR. Consequently, this national extension specifies the actors and transactions for the X-Service
User to claim the required attributes and to retrieve the assertion used to communicate the claims
to the X-Service Provider.

In the Swiss EPR the XUA token conveys all the required information to enable actors grouped with
the X-Service Provider to enforce the access rights policies. These are user identity claims (i.e. GLN
of healthcare professionals or EPR-SPID of patients) as well as claims related to the current user
session (i.e. purpose of use or the health record which is accessed).

For security reasons in the Swiss EPR, identity claims must be validated, if they are claimed from
sources, which are outside the certification scope of the Swiss EPR (i.e. primary systems).
Consequently this national extensions defines the requirements on the validation of the identity
claims to be performed when accessing a protected resource of the Swiss EPR.

To support identifier transformations and “on behalf of’-transformations, each community must
manage community-local data sources for the X-Assertion Provider actor. Annex 2 EPRO-FDHA
defines in paragraphs 1.4.2, 1.6 and 8.2 operational certification requirements on these data
sources.

Inkrafttreten: 1. Juni 2023 11/64
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1.6.2 Actors / Transactions

The following figures show the actors and transactions specified in this national extension in two
different scenarios: Figure 3 shows the actors and transaction in a scenario, when an Actor grouped
with a X-Service User (e.g. Document Consumer) communicates with one single community.
Figure 4 instead shows a cross-community scenario, when an actor grouped with the X-Service User
connected to a community requests protected resources from a remote community.

User Authentication Provider

Community

X-Assertion Provider

CH:XUA Authenticate User
Other Assertion Transactions
are out of scope

CH:XUA Get X-User Assertion

v’

XUA X-Service User IHE:XUA Provide X-User Assertion [ITI-40]

+ XUA X-Service Provider

- Other Actor Other Actor
EXSIW1}}|F‘S. Examples:
LO%J'T o ) ) * IHE:XDS.b Registry Stored Query [ITI-18] .
Query Document List Actor Grouping »  |HE:XDS.h Retrieve Document Set [ITI-43] Actor Grouping

* Retrieve Document

Figure 3: XUA Actors for the use within one community
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CH:XUA Authenticate User
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N

XUA X-Service User IHE:XUA Provide X-User Assertion [ITI-40]

» XUA X-Service Provider

Examples: Other Actor Other Actor
Examples:

+  Login - -

i I : . * Cross Gateway Query [ITI-38] .
*  Query Document List Actor Grouping * Cross Gateway Retrieve [ITI-39] Actor Grouping
* Retrieve Document i ) )

Figure 4: XUA Actors for the use in cross-community communications

1.6.2.1 Workflow Initiator Option

The Workflow Initiator option SHALL be claimed by all implementations, which require user
authentication and requests to retrieve a CH:XUA compliant Assertion, i.e., patient and healthcare
professional portals, primary systems, etc. The implementations usually initiate workflows to access
data and documents, e.g. read or write documents from the EPR, which are triggered by a user
interaction.

Actors SHALL implement the following required transactions (labelled “R”) when claiming the
Workflow Initiator option:
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Actor ‘ Transaction Optionality
X-Service User Provide X-User Assertion [ITI-40] R
X-Service Provider Provide X-User Assertion [ITI-40] R
X-Assertion Provider Get X-User Assertion R
X-Service User Get X-User Assertion R
User Authentication Provider | Authenticate User R
X-Service User Authenticate User R

Table 3: XUA actors and transactions in the Workflow Initiator option

1.6.2.2 Technical User Option

The Technical User option SHALL be claimed by all implementations, which do not require user
authentication, but request to retrieve a CH:XUA compliant Assertion, i.e. archive systems or other
primary systems accessing EPR data and documents, which are not initiated by a user interaction.

Actors SHALL perform the following required transactions (labelled “R”) when claiming the Technical
User option:

Actor Transaction Optionality
X-Service User Provide X-User Assertion [ITI-40] R
X-Service Provider Provide X-User Assertion [ITI-40] R
X-Assertion Provider Get X-User Assertion R
X-Service User Get X-User Assertion R

Table 4: XUA actors and transactions in the Technical User option

1.6.2.3 Proxy Option

The Proxy option SHALL be claimed by all implementations, which use CH:XUA assertions from
other transactions and use the CH:XUA assertion when acting as an agent to request protected data
from other actors, i.e. Gateways, CH:ADR Authorization Decision Consumer, etc.

Actors must perform the following required transactions (labelled “R”) when claiming the Proxy
option:

Transaction Optionality
X-Service User Provide X-User Assertion [ITI-40] R
X-Service Provider Provide X-User Assertion [ITI-40] R

Table 5: XUA actors and transactions in the Proxy option

1.6.3 Actor Grouping
The actors of this national extension MUST be grouped with other actors as follows:

Actor to be grouped

EPR Actor Optionality i
, R CT Time Client
X-Service User
R ATNA Secure Node
, , R CT Time Client
X-Service Provider
R ATNA Secure Node
X-Assertion Provider R CT Time Client
R HPD Provider Information
Consumer
User Authentication Provider R CT Time Client

Table 6: Required groupings of actors in this national extension
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The following actors of the Swiss EPR MUST be grouped with actors from this national extension:

Actor to be grouped

EPR Actor Optionality : Remark
with
XDS Document Consumer R X-Service User Workflow Initiator
. Workflow Initiator or
XDS Document Source - .
R X-Service User Technical User
XDS-I.b Imaging Document . .
ging R X-Service User Workflow Initiator
Consumer
XDS-I.b Imaging Document . . Workflow Initiator or
gng R X-Service Provider orkflo atoro
Source Technical User
XDS Metadata Update . ..
P R X-Service User Workflow Initiator
Document Administrator
. . Workflow Initiator or
RMU Update Initiator - r .
o) R X-Service Use Proxy Option
XCA(I) Initiatin Imagin . .
G (1) g ging) R X-Service User Proxy Option
ateway
XCA (I) Respondin Imagin . . .
(1) P g ging) R X-Service Provider Proxy Option
Gateway
CH:PPQ Policy Source R X-Service User Workflow Initiator
CH:PPQ Policy Consumer R X-Service User Workflow Initiator
CH:ADR Authorization . .
. R X-Service User Proxy Option
Decision Consumer
CH:ADR Authorization . .
. ! R X-Service Provider
Decision Provider
XDS Document Registry R X-Service Provider
XDS Document Repository R X-Service Provider
CH:PPQ Policy Repository R X-Service Provider
RMU Update Responder R X-Service Provider
CH:ATC Patient Audit . .
R X-Service User Workflow Initiator
Consumer
CH:ATC Patient Audit Record . .
R . R X-Service Provider
epository

Table 7: Required groupings of actors in the EPR with actors defined in this national extension

1.6.4 Transactions
1.6.4.1 Authenticate User
164.1.1 Scope

The Authenticate User transaction is used by an X-Service User to pass identity claims to the User
Authentication provider. The User Authentication Provider authenticates the user and returns a
SAML 2 Authentication Assertion or an OpenID Connect ID Token. For details of the transaction and
message semantics see Annex 8 EPRO-FDHA.

1.6.4.1.2 Use Case Roles

Actor: User Authentication Provider

Role: Verifies the authentication information, creates a SAML 2 Identity Assertion or
an OpenlID Connect ID Tokenand sends it to the X-Service User. This actor
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corresponds to the term “ldentity Provider” as defined and specified in Annex 8

EPRO-FDHA.
Actor: X-Service User
Role: Communicates authentication information to the User Authentication Provider

and receives a SAML 2 Identity Assertion or an OpenID Connect ID Token.
Communicates authorization information to the X-Assertion Provider and
receives a SAML Authorization Assertion. Provides the SAML Authorization
Assertion in the Provide X-User Assertion [ITI-40] transaction. This actor also
corresponds to the term “Relying Party” as defined and specified in Annex 8
EPRO-FDHA.

1.6.4.1.3 Referenced Standards
For the referenced standards of this transaction see Annex 8 EPRO-FDHA.

1.6.4.14 Interaction Diagram

For details on the transaction, the message semantics and the interaction diagram see Annex 8
EPRO-FDHA.

1.6.4.2 Get X-User Assertion

1.6.4.2.1 Scope

The Get X-User Assertion transaction is used by an X-Service User to pass claims to the X-Assertion
Provider. The X-Assertion Provider validates the claims and returns a XUA Token with the attributes
required to enforce access rights according to the regulations of the Federal Act on Electronic Patient
Records.

1.6.4.2.2 Use Case Roles

X-Service User X-Assertion Provider

Get X-User Assertion

Figure 5: Use Case Roles for Get X-User Assertion

Actor: X-Service User

Role: Communicates authentication information to the User Authentication Provider
and receives a SAML 2 Identity Assertion or an OpenlD Connect ID Token.
Communicates authorization information to the X-Assertion Provider and
receives a SAML Authorization Assertion. Provides the SAML Authorization
Assertion in the Provide X-User Assertion [ITI-40] transaction.

Actor: X-Assertion Provider

Role: Verifies authorization information, creates a SAML Authorization Assertion and
sends it to the X-Service User.
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1.6.4.2.3
The followi
a.

16424

Referenced Standards
ng standards are normative for this transaction:

Bindings for the OASIS Security Assertion Markup Language (SAML) V2.0
https://docs.oasis-open.org/security/saml/v2.0/saml-bindings-2.0-o0s.pdf

Authentication Context for the OASIS Security Assertion Markup Language (SAML)
V2.0
https://docs.oasis-open.org/security/saml/v2.0/saml-authn-context-2.0-os.pdf

Assertions and Protocols for the OASIS Security Assertion Markup Language (SAML)
V2.0
https://docs.oasis-open.org/security/saml/v2.0/saml-core-2.0-0s.pdf

Profiles for the OASIS Security Assertion Markup Language (SAML) V2.0
https://docs.oasis-open.org/security/saml/v2.0/saml-profiles-2.0-o0s.pdf

Security Assertion Markup Language (SAML) V2.0 Technical Overview
Committee Draft 02, 25 March 2008
http://docs.oasis-open.org/security/saml/Post2.0/sstc-saml-tech-overview-2.0.pdf

Web Services Security: SAML Token Profile 1.1
https://docs.oasis-open.org/wss/vl.1/wss-vl1.1-spec-0s-SAMLTokenProfile.pdf

Web Services Security: SOAP Message Security 1.1 (WS-Security 2004)
https://docs.oasis-open.org/wss/vl.1/wss-vl1.1-spec-0s-SOAPMessageSecurity.pdf

WS-Trust 1.3
http://docs.oasis-open.org/ws-sx/ws-trust/v1.3/ws-trust.html

OASIS eXtensible Access Control Markup Language (XACML) v2.0
https://www.o0asis-open.org/standards#xacmliv2.0

OASIS Multiple Resource Profile of XACML v2.0
https://docs.oasis-open.org/xacml/2.0/access control-xacml-2.0-mult-profile-spec-

0s.pdf

OASIS SAML 2.0 profile of XACML v2.0
http://docs.oasis-open.org/xacml/xacml-saml-profile/v2.0/xacml-saml-profile-v2.0.html

Interaction Diagram

The interactions Get X-User Assertion request and response are normative for this national

extension.

Other shown interactions are informative and assist with understanding or implementing

this transaction.

X-Service User X-Assertion Provider X-Service Provider

! | |
| | |
L t X-UserAssertion Request: |
|
I
I
I
<— ————— Get X-User Assertion Response — — — — — |
|
I
Provide X User Assertion ITI-40: B> |
S et ;
|
L] I
| I
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Figure 6: Get X-User Assertion interaction diagram

164241 Trigger Events

The Get X-User Assertion transaction MUST be executed when an X-Service User actor aims to
request a protected resource from an actor grouped with the X-Service Provider and one of the
following events occur:

a. the current session has no assigned XUA token;
b. the claimed attributes change during the current user session;

c. the time interval defining the validity period of the XUA token is exceeded or is expected
to exceed soon.

1.6.4.2.4.2 Message Semantics

The message model of Get X-User Assertion transaction implements the message model of the
Security Token Framework defined in WS-Trust 1.3.

The Get X-User Assertion response message extends the <wst:RequestSecurityTokenResponse>
message defined in WS-Trust 1.3. In addition to the mandatory elements defined in WS-Trust 1.3,
the Get X-User Assertion response MUST contain a <wst:RequestedSecurityToken> element with
a <saml2:Assertion> as defined in section 1.6.4.3 below or a WS-Trust 1.3 error response detailed
in section 1.6.4.2.4.4, if the request was invalid, malformed or not understood for other reasons.

The Get X-User Assertion request message extends the <wst:RequestSecurityToken> message
defined in WS-Trust 1.3. In addition to the elements defined in WS-Trust 1.3, the Get X-User
Assertion request MUST contain a <wst:Claims> element with the Dialect set to
"http://www.bag.admin.ch/epr/2017/annex/5/amendment/2".

The <wst:Claims> element must have the following child elements:

a. There MUST be an <Attribute> element with name
"urn:oasis:names:tc:xspa:1.0:subject:purposeofuse". The <AttributeValue> child
element MUST convey a coded value of the current transaction’s <PurposeOfUse>.
There are four values to be distinguished within the EPR: Normal Access, Emergency
Access, Automatic Upload of non DICOM Documents (for Document Sources in the role
Technical User, TCU) and Automatic Upload of DICOM Contents (for Imaging
Document Sources in the role Technical User, TCU) with the corresponding codes
NORM, EMER, AUTO and DICOM_AUTO from code system
2.16.756.5.30.1.127.3.10.5 of the CH:EPR value set.

b. There MUST be one <Attribute> element with name
"urn:oasis:names:tc:xacml:2.0:subject:role". The <AttributeValue> child element MUST
convey a coded value of the subject’s <Role>.

c. There MUST be an <Attribute> element with name
"urn:oasis:names:tc:xacml:2.0:resource:resource-id". The <AttributeValue> MUST

convey the EPR-SPID identifier of the patient’s record and the patient assigning
authority formatted in CX syntax as specified in the XUA profile.

Depending on the extension used additional <Attribute> are required, as described in the following
sections.

1.6.4.2.4.2.1 Healthcare Professional Extension

For healthcare professionals the Get X-User Assertion request MUST convey the SAML 2 Identity
Assertion or an OpenlD Connect ID Token retrieved from the Authenticate User transaction
response described above. If present, the SAML 2 Identity Assertion MUST be contained in the Web
Service security header of the SOAP message.

If present, the OpenID Connect ID Token MUST be contained in the <BinarySecurityToken> element
of the Web Service security header with the ValueType attribute set to urn:e-health-
suisse:2021:JWT-ldentity-Token and the Encoding Type attribute set to Base64Binary.
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In the healthcare professional extension the role claim ("urn:oasis:names:tc:xacml:2.0:subject:role")
attribute MUST be the code HCP from code system 2.16.756.5.30.1.127.3.10.6 of the CH:EPR value
set.

1.6.4.2.4.2.2 Asstistant Exension

For assistants the Get X-User Assertion request MUST convey the SAML 2 Identity Assertion or an
OpenID Connect ID Token retrieved from the Authenticate User transaction response described
above. If present, the SAML 2 Identity Assertion MUST be contained in the Web Service security
header of the SOAP message.

If present, the OpenlID Connect ID Token MUST be contained in the <BinarySecurityToken> element
of the Web Service security header with the ValueType attribute set to urn:e-health-
suisse:2021:JWT-Identity-Token and the Encoding Type attribute set to Base64Binary.

The following attributes MUST be added to the <wst:Claims> element of the Get X-User Assertion
request with the assistant extension:

a. There MUST be one <Attribute> element with name "urn:e-health-suisse:principal-id".
The <AttributeValue> child element MUST convey the GLN of the healthcare professional
an assistant is acting on behalf of.

b. There MUST be one <Attribute> element with the attribute name "urn:e-health-
suisse:principal-name". The <AttributeValue> child element MUST convey the name of
the healthcare profes-sional an assistant is acting on behalf of.

In the assistant extension the role claim ("urn:oasis:names:tc:xacml:2.0:subject:role”) attribute
MUST be the code ASS from code system 2.16.756.5.30.1.127.3.10.6 of the CH:EPR value set.

The following optional attributes MAY be used in the <wst:Claims> element of the Get X-User Asser-
tion request in the assistant extension:

a. There MAY be one or more <Attribute> elements with name
"urn:oasis:names:tc:xspa:1.0:subject:organization”. If present the <AttributeValue> child
ele-ment MUST convey a plain text the subject’s organization is named by.

b. There MAY be one or more <Attribute> elements with name
"urn:oasis:names:tc:xspa:1.0:subject:organization-id". If present the <AttributeValue>
child el-ement MUST convey the ID of the subject’s organization or group. The ID MUST
be an OID in the format of an URN.

1.6.4.2.4.2.3 Technical User Extension

In the technical user extension the system or application MUST be authenticated with a SAML 2
Identity Assertion in the security header of the SOAP message of the Get X-User Assertion request.

In the technical user extension the SAML 2 Identity Assertion MUST be signed by the technical user
with a private key that uniquely identifies the technical user. The SAML 2 Identity Assertion MUST
convey the unique ID of the technical User in the name identifier and a subject confirmation with
bear-er method in the <saml2:Subject> element.

The following attributes MUST be added to the <wst:Claims> element of the Get X-User Assertion
request with the technical user extension:

a. There MUST be one <Attribute> element with name attribute "urn:e-health-
suisse:principal-id”. The <AttributeValue> child element MUST convey the GLN of the
legal responsible healthcare professional the technical user is acting on behalf of.

b. There MUST be one or more <Attribute> elements with name attribute "urn:e-health-
suisse:principal-name".The <AttributeValue> child element MUST convey the name of
the legal responsible healthcare professional the technical user is acting on behalf of.

In the technical user extension the role claim ("urn:oasis:names:tc:xacml:2.0:subject:role") attribute
MUST be code TCU from code system 2.16.756.5.30.1.127.3.10.6 of the CH:EPR value set.

In the technical user extension the purpose of use claim
("urn:oasis:names:tc:xspa:1.0:subject:purposeofuse”) attribute MUST be code AUTO or
DICOM_AUTO from code system 2.16.756.5.30.1.127.3.10.5 of the CH:EPR value set.
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1.6.4.2.4.2.4  Policy Administrator Extension

For policy administrators the Get X-User Assertion request MUST convey the SAML 2 Identity Asser-
tion or an OpenID Connect ID Tokenretrieved from the Authenticate User transaction response
described above. If present, the SAML 2 Identity Assertion or an OpenID Connect ID Token MUST
be contained in the Web Service security header of the SOAP message.

If present, the OpenID Connect ID Token MUST be contained in the <BinarySecurityToken> element
of the Web Service security header with the ValueType attribute set to urn:e-health-
suisse:2021:JWT-Identity-Token and the Encoding Type attribute set to Base64Binary.

In the policy administrator extension the role claim (“urn:oasis:names:tc:xacml:2.0:subject:role")
attribute MUST be code PADM from code system 2.16.756.5.30.1.127.3.10.6 of the CH:EPR value
set.

In the policy administrator extension the purpose of use claim
("urn:oasis:names:tc:xspa:1.0:subject:purposeofuse”) attribute MUST be code NORM from code
system 2.16.756.5.30.1.127.3.10.5 of the CH:EPR value set.

1.6.4.2.4.25 Document Administrator Extension

For document administrators the Get X-User Assertion request MUST convey the SAML 2 Identity
Assertion or an OpenID Connect ID Token retrieved from the Authenticate User transaction
response described above.

If present, the SAML 2 Identity Assertion MUST be contained in the Web Service security header of
the SOAP message.

If present, the OpenlID Connect ID Token MUST be contained in the <BinarySecurityToken> element
of the Web Service security header with the ValueType attribute set to urn:e-health-
suisse:2021:JWT-ldentity-Token and the Encoding Type attribute set to Base64Binary.

In the document administrator extension the role claim ("urn:oasis:names:tc:xacml:2.0:subject:role")
attribute MUST be code DADM from code system 2.16.756.5.30.1.127.3.10.6 of the CH:EPR value
set.

In the document administrator extension the purpose of use claim
("urn:oasis:names:tc:xspa:1.0:subject:purposeofuse”) attribute MUST be code NORM from code
system 2.16.756.5.30.1.127.3.10.5 of the CH:EPR value set.

1.6.4.2.4.2.6 Patient Extension

For patients the Get X-User Assertion request MUST convey the SAML 2 Identity Assertion or an
OpenlID Connect ID Token retrieved from the Authenticate User transaction response described
above.

If present, the SAML 2 Identity Assertion MUST be contained in the Web Service security header of
the SOAP message.

If present, the OpenID Connect ID Token MUST be contained in the <BinarySecurityToken> element
of the Web Service security header with the ValueType attribute set to urn:e-health-
suisse:2021:JWT-ldentity-Token and the Encoding Type attribute set to Base64Binary.

In the patient extension the role claim ("urn:oasis:names:tc:xacml:2.0:subject:role") attribute MUST
be the code PAT from code system 2.16.756.5.30.1.127.3.10.6 of the CH:EPR value set.

In the patient extension the purpose of use claim
("urn:oasis:names:tc:xspa:1.0:subject:purposeofuse”) attribute MUST be the code NORM from code
system 2.16.756.5.30.1.127.3.10.5 of the CH:EPR value set.

The following optional attributes MAY be added to the <wst:Claims> element of the Get X-User
Assertion request in the patient extension:0

10 While the assistant and technical user extension use the principal claims according to the SAML 2
Delegation Specification, in the patient and representative extension the principal claims have a different
meaning as explained in section 1.6.4.2.4.4.
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a. There MAY be one <Attribute> element with name "urn:e-health-suisse:principal-id". If
present, the <AttributeValue> child element MUST convey the unique ID of the
representative registered in the community data stores.

b. There MAY be one <Attribute> element with the attribute name "urn:e-health-
suisse:principal-name". If present, the <AttributeValue> child element MUST convey the
name of the representative registered in the community data stores.

1.6.4.24.3 Expected Actions X-Service User

There are no further requirements defined for the X-Service User for the Get X-User Assertion
transaction.

1.6.4.2.4.4 Expected Actions X-Assertion Provider

The X-Assertion Provider MUST validate the claims as described in the following sections. If the
vali-dation succeeds, the X-Assertion Provider must return SAML 2 Authorization Assertion as
defined in section 1.6.4.3.4.2.

The X-Assertion Provider MUST authenticate the transaction by validating the SAML 2 Identity
Assertion or the OpenlD Connect ID Token in the Web Service security header. Authentication
with a SAML 2 Assertion MUST be supported, while authentication with an OpenID Connect ID
Token MAY be supported by the X-Assertion Provider.

In case the validation fails, the X-Assertion Provider must respond with an error message as de-
scribed in WS-Trust 1.3. The following specialization for the Swiss EPR MUST be applied:

Error that occurred (fault Fault code (fault code) Remark

string)

MUST be used, if
required claims are
missing, wrong or if the
claims are not according
to the extensions defined
below.

MUST be used, if the
signature of the SAML 2
Identity Assertion or the
OpenlID Connect ID
Token in the security
header of the Get X-User
Authentication failed wst:FailedAuthentication Assertion Request is not
from a certified identity
provider nor from a
technical user registered
in the community as an
authorized Document
Source.

The request was invalid or

wst:InvalidRequest
malformed d

Table 8: Error and corresponding codes of the Get X User Assertion transaction

1.6.4.2.4.4.1 Healthcare Professional Extensions

In the healthcare professional extension the X-Assertion Provider MUST validate the SAML 2
Identity Assertion or the OpenlD Connect ID Token conveyed in the security header. The X-
Assertion Provider actor MUST proof that the assertion or the OpenlID Connect ID Token was signed
by the claimed User Authentication Provider as registered in the community data stores. In addition
the X-Assertion Provider actor must check that the time interval defined in the <Condition> element
of the SAML 2 Identity Assertion or the OpenlID Connect ID Token is neither exceeded nor below
the limit.

The SAML 2 Identity Assertion or the OpenlD Connect ID Token in the security header MAY convey
the GLN of the authenticated healthcare professional. If present, the X-Assertion Provider MUST
use the GLN from the SAML 2 Identity Assertion or the OpenID Connect ID Token in the <NamelD>
of the subject in the <Assertion> returned with the Get X-User Assertion Response message. If not,
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the X-Assertion Provider actor MUST query the community data stores to resolve the Name ID of
the <Subject> element to the GLN of the healthcare professional to be returned in the <Assertion>
with the Get X-User Assertion response message.

In the healthcare professional extension the X-Assertion Provider MUST proof, that the GLN of the
healthcare professional is registered in the Provider Information Directory.

The X-Assertion Provider actor MUST query the Healthcare Provider Directory and resolve the GLN
of the healthcare professional to all groups including all superior group up to the root level. The X-
Assertion Provider actor must add the group IDs and the group names in an ordered sequence to
the Get X-User Assertion response message.

1.6.4.2.4.4.2 Assistant Extension

In the assistant extension the X-Assertion Provider MUST validate the SAML 2 Identity Assertion or
the OpenID Connect ID Token conveyed in the security header. The X-Assertion Provider actor
MUST proof that the assertion or the OpenlID Connect ID Token was signed by the claimed User
Authentication Provider as registered in the community data stores. In addition the X-Assertion
Provider actor must check that the time interval defined in the <Condition> element of the SAML 2
Identity Assertion or the OpenlID Connect ID Token is neither exceeded nor below the limit.

The SAML 2 Identity Assertion in the security header MAY convey the GLN of the authenticated
assistant. If present, the X-Assertion Provider MUST use the GLN from the SAML 2 Identity
Assertion to resolve the attributes conveyed with the <Assertion> in the Get X-User Assertion or the
OpenID Connect ID Token response message. If not, the X-Assertion Provider actor MUST query
the community data stores to resolve the Name ID of the <Subject> element to the GLN of the
assistant.

The X-Assertion Provider MUST validate, that the GLN of the assistant is registered in the
community data stores and is authorized to act on behalf of the healthcare professional declared in
the claim attribute "urn:e-health-suisse:principal-id" of the Get X-User Assertion request.

If present the X-Assertion Provider MUST read the group IDs claimed in the <Attribute> element
with name "urn:oasis:names:tc:xspa:1.0:subject:organization-id" from the Get X-User Assertion
request and verify the membership of the healthcare professional the assistant is acting on behalf
of. If true, the X-Assertion Provider MUST query the Healthcare Provider Directory and resolve the
claimed groups and all superior groups up to the root level. The X-Assertion Provider actor must add
the group IDs and the group names in an ordered sequence to the Get X-User Assertion response
message.

If no groups are claimed in the Get X-User Assertion, the X-Assertion Provider MUST query the
Healthcare Provider Directory and resolve the GLN of the healthcare professional to all groups
including all superior groups up to the root level. The X-Assertion Provider actor must add the group
IDs and the group names in an ordered sequence to the Get X-User Assertion response message.

1.6.4.2.4.4.3 Technical User Extension

In the technical user extension the X-Assertion Provider MUST validate the SAML 2 ldentity
Assertion conveyed in the security header.

In the technical user extension the X-Assertion Provider MUST use the Name ID of the <Subject>
element and query the community data stores for the X.509 certificate registered with the technical
user. The X-Assertion Provider actor MUST authenticate the technical user by validating the
signature of the Assertion with the certificate registered with the technical user. If present, an optional
<Keylnfo> element in the SAML 2 Identity Assertion with a X.509 certificate MUST be ignored by
the X-Assertion Provider.

The X-Assertion Provider actor MUST validate, that the Name ID of the <Subject> element of Get
X-User Assertion request of the technical user is registered in the community data stores as
authorized to act on behalf of the healthcare professional declared in the claim attribute "urn:e-
health-suisse:principal-id" of the Get X-User Assertion request. In addition the X-Assertion Provider
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actor must check that the time interval defined in the <Condition> element of the SAML 2 Identity
Assertion is neither exceeded nor below the limit.

1.6.4.2.4.4.4 Policy Administrator Extension

In the policy administrator extensions the X-Assertion Provider MUST validate the SAML 2 Identity
Assertion or the OpenlD Connect ID Token conveyed in the security header. The X-Assertion
Provider actor MUST proof that the assertion or the OpenID Connect ID Token was signed by the
claimed User Authentication Provider as registered in the community data stores. In addition the X-
Assertion Provider actor must check that the time interval defined in the <Condition> element of the
SAML 2 Identity Assertion or the OpenlID Connect ID Token is neither exceeded nor below the limit.

In the administrator extension the X-Assertion Provider MUST use the Name ID of the <Subject>
element in the SAML 2 Identity Assertion or the subject identifier of the OpenID Connect ID Token
from the security header and resolve it to the unique ID of the administrator as registered in
community data stores.

1.6.4.2.4.45 Document Administrator Exension
See 1.6.4.2.44.4

1.6.4.2.4.4.6 Patient Extension

In the patient extension the X-Assertion Provider MUST validate the SAML 2 Identity Assertion or
the OpenID Connect ID Token conveyed in the security header. The X-Assertion Provider actor
MUST proof that the assertion or the OpenlD Connect ID Token was signed by the claimed User
Authentication Provider as registered in the community data stores. In addition the X-Assertion
Provider actor must check that the time interval defined in the <Condition> element of the SAML 2
Identity Assertion or the OpenlID Connect ID Token is neither exceeded nor below the limit.

The X-Assertion Provider MAY accept the principal ID and name claims of a Get X-User Assertion,
only if the request is performed by a X-Service User from inside the certified community without
further validation. If the request is performed by a X-Service User which is not inside the certification
scope of the community, the X-Assertion Provider MUST use the Name ID of the <Subject> element
in the SAML 2 Identity Assertion or the subject identifier of the OpenlID Connect ID Token from the
security header and resolve it to the EPR-SPID by querying the community data stores.

1.6.4.2.4.4.7 Representative Extension

In the representative extension the X-Assertion Provider MUST validate the SAML 2 Identity
Assertion or the OpenlID Connect ID Token conveyed in the security header. The X-Assertion
Provider actor MUST proof that the assertion or the OpenID Connect ID Token was signed by the
claimed User Authentication Provider as registered in the community data stores. In addition the X-
Assertion Provider actor must check that the time interval defined in the <Condition> element of the
SAML 2 Identity Assertion or the OpenlID Connect ID Token is neither exceeded nor below the limit.

The X-Assertion Provider MAY accept the principal ID and name claims of a Get X-User Assertion,
only if the request is performed by a X-Service User from inside the certified community without
further validation. If the request is performed by a X-Service User which is not inside of the scope of
the certified community, the X-Assertion Provider MUST use the Name ID of the <Subject> element
in the SAML 2 Identity Assertion or the OpenID Connect ID Token from the security header and
resolve it to the EPR-SPID of the patient by querying the community data stores.

1.6.4.25 Security Consideration

In the Swiss EPR all actors grouped with the X-Service User must be grouped with ATNA Secure
Node or Secure Application Actor with “STX: TLS 1.2 floor using BCP195 Option”. In addition, the
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X-Assertion Provider MUST be grouped with the ATNA Secure Application Actor with “STX: TLS 1.2
floor using BCP195 Option” defined in the IHE ITI TF-211, chapter 3.19.6.2.3.

There are no requirements on the audit trail of the Get X-User Assertion transaction in this national
extension. Instead there might be inherited requirements from actors grouped with the X-Service
User to protocol information from the XUA Assertion in ATNA logs of the transactions.

1.6.4.3 Provide X-User Assertion [ITI-40]

This section describes the national extension for the Swiss EPR of the Provide X-User Assertion
[ITI-40] transaction defined in IHE ITI TF-212,

1.6.43.1 Scope

In the Swiss EPR the Provide X-User Assertion [ITI-40] transaction is used by the X-Service User to
convey an assertion to actors grouped with 