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Ergéanzung 1 zu Anhang 5 der EPDV-EDI: Nationale Anpassungen SR 816.111

1 Introduction

Die in diesem Abschnitt dokumentierten nationalen Anpassungen der Integrationsprofile sollen in Ver-
bindung mit den Definitionen von Integrationsprofilen, Aktoren und Transaktionen verwendet werden,
die in den Banden 1 bis 3 des IHE IT Infrastructure Technical Frameworks enthalten sind.

Dieses Dokument mit nationalen Anpassungen von IHE Integrationsprofilen wurde erstellt, um die
schweizerischen Regelungen der Verordnung tber das elektronische Patientendossier (EPDV, SR
816.11) zu erfillen. Die EPDV und die EPDV-EDI werden in der amtlichen Sammlung (AS) veroffentlicht
(in Deutsch, Franzdsisch und Italienisch).

The national extensions documented in this section shall be used in conjunction with the definitions of
integration profiles, actors and transactions provided in Volumes 1 through 3 of the IHE IT Infrastructure
Technical Framework.

This document with national extensions of IHE integration profiles was authored in order to fulfil the
Swiss regulations of the Ordinance on the Electronic Patient Record (EPRO, SR 816.11). The EPRO
and the EPRO-DFI are published in Official Compilation of Federal Legislation! (AS) (available in Ger-
man, French and Italian).

1 German: https://www.admin.ch/opc/de/classified-compilation/20111795/index.html
French: https://www.admin.ch/opc/fr/classified-compilation/20111795/index.html
Italian: https://www.admin.ch/opcf/it/classified-compilation/20111795/index.html
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1.1 Definitions of terms

1.1.1 EPR circle of trust

From an organizational perspective and in terms of the Electronic Patient Record Act (EPRA), commu-
nities are an association of healthcare professionals and their institutions. Communities who want to
participate in the Swiss EPR must comply with the certification requirements as laid down in the imple-
menting provisions for the EPRA. Such communities and, in particular, their gateways will be listed in a
community portal index (CPI) provided by the FOPH and therefore form a circle of trust by mutual recog-
nition of their conformity related to data protection and data privacy. Furthermore, all required central
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Figure 1: Swiss EPR circle of trust

1.1.2 Patient Identifiers (EPR-SPID, MPI-PID)

Communities in the EPR circle of trust use the national EPR sectoral patient identifier (EPR-SPID) only
for cross-community communication. The Federal Central Compensation Officel (CCO) is the institution
which issues EPR-SPID’s (EPR Sectorial Personal Identification Number). The CCO is the only institu-
tion which is allowed to correlate the Social Security Number (AHVN13) with the EPR-SPID. There is
no correlation possible back from the EPR-SPID to the Social Security Number. This is political intention
in order to achieve highest possible patient privacy.

Within a community patients are identified by a MPI-PID which is managed by a community Master
Patient Index (MPI). Primary Systems may correlate their local patient identifier with the MPI-PID. For
cross-community communication the gateways may correlate the MPI-PID to the EPR-SPID.

1 http://www.zas.admin.ch/index.html
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Figure 2: Swiss Patient Identifier

1.1.3 Terminology

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD
NOT”, “RECOMMENDED?”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described
in [RFC2119]*.Volume 1 — Integration Profile

Scope of precisions

The extensions, restrictions and translations specified apply to the following IHE IT Infrastructure (ITI)
Integration profiles:

e IT Infrastructure: Cross-Enterprise Document Sharing (XDS)

e IT Infrastructure: Cross-Community Access (XCA)

¢ |T Infrastructure: Cross-Enterprise Document Sharing for Imaging (XDS-I.b)

e |T Infrastructure: Audit Trail and Node Authentication (ATNA)

e IT Infrastructure: Cross-Enterprise User Assertion (XUA)

e IT Infrastructure: Patient Identifier Cross-Reference HL7 V3 (PIXv3)

e IT Infrastructure: Patient Demographic Query HL7 V3 (PDQV3)

e IT Infrastructure Technical Framework Supplement: Cross-Community Patient Discovery
(XCPD)

e IT Infrastructure Technical Framework Supplement: Healthcare Provider Directory (HPD)

e IT Infrastructure Technical Framework Supplement: XDS Metadata Update (XDS MU)

e IT Infrastructure Technical Framework Supplement: Restricted Metadata Update (RMU)

1 For full text of RFC2119 see https://www.ietf.org/rfc/rfc2119.txt
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1.2 Requirements on XDS and XCA

1.2.1 MetadatalLevel

In Stored Queries (transactions ITI-18, ITI-38), the parameter $Metadatalevel, whenever provided, shall
equal to 1 (one). Whenever a receiving actor (e.g. a Document Registry) discovers that this requirement
is violated in an incoming request, it shall reject this request and return an error with the code XDSReg-
istryError (see section 1.3).

1.2.2 Additional requirements on the Registry actor

Document Registries MUST reject metadata registration requests containing Folders and/or Associa-
tions whose source and/or target objects are Folders.

1.2.2.1 Reference ID Option

The Registry must support the Reference ID Option (see ITI TF Vol 1: 10.2.6) thus to support the use
case of imaging where an Imaging Source must store specific values to the DocumentEntry.referenceld-
List attribute.

1.2.3 Additional requirements on the Document Consumer actor

Whenever the role of the accessing user is not DADM (Document Administrator), the Document Con-
sumer MUST NOT display metadata of and references to objects of the following types:

e Submission Sets not containing any DocumentEntry or Association object the accessing person
is permitted to retrieve,

e Folders,

e Associations whose source and/or target objects are any of the above objects.

1.2.4 Metadata

1.2.4.1 DeletionStatus
An extra metadata attribute is introduced for the following use cases:

e To submit a deletion request for a document.
e To mark a document provided by a health care professional, that it should not be deleted after
the by law determinate time period.

For the extra metadata attribute, the Predefined URN datatype is used (see ITI TF Vol 3 section 4.2.3.1.7
Metadata Attribute Data types). It shall have the name of urn:e-health-suisse:2019:deletionStatus. The
following values are defiened:

Value Expected behavior

No action requested. This value can also

urn:e-health-suisse:2019:deletionStatus:deletionNotRequested be sent to undo the other options

urn:e-health-suisse:2019:deletionStatus:deletionRequested Document shall be deleted.
This document shall not be deleted after
urn:e-health-suisse:2019:deletionStatus:deletionProhibited the time period for the deletion of out-

dated documents as defined in the law.

Table 1: DeletionStatus in the document metadata
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1.2.4.1.1 Expected Action

After receiving a deletionRequest equal to deletionRequested in a metadata update transaction the Reg-
istry has the options to either:

e Store the received deletionStatus to the corresponding DocumentEntry in the Registry data
store. It is then in the responsibility of the community holding the Document to delete the docu-
ment and corresponding metadata in reasonable time.

o Directly delete the corresponding metadata. It is then in the responsibility of the community
holding the Document to also delete the document in reasonable time if not done directly.

After receiving a deletionRequest equal to deletionProhibited in a metadata update transaction the Reg-
istry has to store the received deletionStatus to the corresponding DocumentEntry in the Registry data
store. Itis then expected that the documents will not be deleted after the by law determinate time period.

1.2.4.2 Metadata Optionality

To fulfill national requirements metadata optionality is changed as follows (see ITI TF Vol 3 - Table 4.3.1-
3: Sending Actor Metadata Attribute Optionality):

Metadata Element Metadata Attribute XDS DS XDS DR

DocumentEntry Title R R
DocumentEntry DeletionStatus (0] o
SubmissionSet Author R R

Table 2: Metadata Optionality

1.2.4.3 SubmissionSet.Author.AuthorRole

In order to mark documents that were published by patients or their representatives as such, it is nec-
essary to store this information consistently in the metadata. For given use case the
SubmissionSet.Author.AuthorRole attribute shall be used and is therefore required. The value to use in
this attribute is the corresponding coded value from the SubmissionSet.Author.AuthorRole value set with
the OID 2.16.756.5.30.1.127.3.10.1.41. Document Consumers can then mark the documents with a
code corresponding to patients or representatives as documents published by the patient.

1.3 Requirements on XDS-I.b

When a Imaging Document Source provides a document to the Document Repository, it must provide
the StudylnstanceUID, found in the to be registered KOS object, in the referenceldList
(urn:ihe:iti:xds:2013:referenceldList) attribute of the documentEntry metadata.

1.4 Expected actions for receiving actors receiving unexpected parameters

1.4.1 For ebXML-based profiles (e.g. XDS)

Whenever the receiving actor detects that the incoming message is invalid (e.g. a required element is
missing, or a prohibited element is present, or an element has a wrong cardinality, or an element has a
wrong format, or an element references an unknown entity, or an element is not consistent with other
message elements, etc.), it MUST reject this message and MUST NOT execute the action requested in
it.

The response message MUST specify the corresponding status code and provide information about
each discovered error as prescribed in Section 4.2.4 "Success and Error Reporting” of ITI TF-3.

Note: independently from whether the incoming request message is valid or not, the receiving actor MAY
create additional sub-elements RegistryError with attribute @severity set to "urn:oasis:names:tc:ebxml-
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regrep:ErrorSeverityType:Warning" to inform the sending actor about request message anomalies which
are important in some regard but did not lead to rejection of the request.

1.4.2 For HL7v3-based profiles (e.g. PIXv3):

Whenever the receiving actor detects that the incoming message is invalid (e.g. a required element is
missing, or a prohibited element is present, or an element has a wrong cardinality, or an element has a
wrong format, or an element references an unknown entity, or an element is not consistent with other
message elements, etc.), it MUST reject this message and MUST NOT execute the action requested in
it.

The response message MUST specify the code "AE" (application error) in both Acknowledgement.type-
Code (transmission wrapper) and QueryAck.queryResponseCode (control act wrapper), and provide for
each discovered error a sub-element Acknowledgement.acknowledgementDetail with the following con-
tents:

¢ typeCode — fixed value "E" (error).

e code — error code, preferably from the HL7 code system 2.16.840.1.113883.12.357 or
2.16.840.1.113883.5.1100.

e text — description of the error in one or more natural languages.

Note: independently from whether the incoming request message is valid or not, the receiving actor MAY
create additional sub-elements Acknowledgement.acknowledgementDetail with typeCode equal to "I"
(information) or "W" (warning) to inform the sending actor about request message anomalies which are
important in some regard but do not lead to rejection of the request.

15 Requirements on ATNA
The following additional requirements apply to ATNA audit records generated by IHE and EPR actors:

e The attribute //AuditSourceldentification/@AuditEnterpriseSitelD is required and shall contain
the OID of the audit source.

e Whenever an element //PatrticipantObjectldentification describes an XDS document, the attrib-
ute //PatrticipantObjectldentification/@ ParticipantObjectSensitivity shall contain the confidenti-
ality code of this document (if known). The format is HL7v2 CE with the code system OID as the
code system name, e.9g. 1051000195109"normal~2.16.840.1.113883.6.96.

¢ In all elements of the type CodedValueType: whenever the represented code belongs to the
Swiss Metadata value set, the attribute @codeSystemName shall contain the OID of the corre-
sponding code system instead of its symbolic name. For all other codes, this requirement is
optional.

In addition to the fine-grained ATNA logging, the ERPA prescribes to log coarse-grained (and easy
understandable by the patient) information about any processing of a patient’s EPR, and to provide this
information upon the patient’s request in conformance with the national profile “Audit Trail Consumption”
(CH:ATC). Thereby, ATNA audit records can serve as raw data of CH:ATC responses.

1.6 Requirements on XUA for Authentication and User Assertion

1.6.1 Introduction

The Federal Act on Electronic Patient Records (EPRA) requires a secure environment and therefore
strong authentication and access control mechanisms within the EPR circle of trust.

The XUA Profile in the IHE Technical Framework Vol. 1 defines means to communicate claims about
authenticated principals (users, applications and systems) in transactions that cross enterprise bound-
aries. In the context of the EPR these claims are used for access control and to protocol information not
available in the transaction messages.
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While the requirements on the X-Service User on the authentication of principals and the method that
the X-Service User (e.g. XDS Document Consumer) uses to get the Assertion, are outside of scope of
the standard IHE XUA Profile (see IHE TF 1), they are of importance for the Swiss EPR.

The requirements on the X-Service User on the authentication of persons (e.g. patients, healthcare
professionals) are specified in annex 8 EPRO-FDHA and are out of the scope of this national extension.
This national extensions only adds some additional information, especially to bridge the IHE vocabulary
used in this national extension to the vocabulary used in annex 8 EPRO-FDHA.

The requirements on authentication of impersonal technical user (e.g. applications, systems) are not
specified in annex 8 EPRO-FDHA. The Federal Act on Electronic Patient Records allows a write only
access for technical users. Consequently, this national extension specifies the method, a technical user
implementing a X-Service User (XDS Document Source) must use to retrieve an Assertion.

The IHE XUA Profile defines the means to communicate principal attributes (e.g. ID, Name) and session
attributes (e.g. purpose of use) that appear to be needed in the use cases, leaving the definition of the
standards to be used to identify these attributes and their values. Consequently, this national extension
specifies the attributes and which values to be used in the Swiss EPR. Due to the special requirements
of the Swiss EPR, the required attributes, their format and their possible values are not interdependent,
but depend on the user role. This dependency of the attributes to the user role is taken into account by
using extensions. For example the patient extension defines the attributes to be provided, their format
and allowed values for an assertion to be used by patients, which differs from the requirements on the
assertion to be used by a healthcare professional or other roles defined in the Swiss EPR.

A relationship is called “on behalf of’-relationship, if an authenticated person or system acts on behalf
of a subject, that is registered in the community and authorized to access an EPR. For persons or sys-
tems acting on behalf of an authorized subject (responsible) inherit the access rights from their respon-
sible. Access rights of subjects acting “on behalf of” can therefore not be managed independently.

The following roles are defined in the Swiss EPR and reflected in the extensions: A healthcare profes-
sional may read from and write data and documents to an EPR in a treatment context, if authorized by
the patient either directly or through membership to an authorized group. An assistant may act on behalf
of a healthcare professional and inherits the access rights of the healthcare professional she /he is acting
on behalf of. Atechnical user (e.g. an application or system) may write data and documents to an EPR
acting on behalf of a healthcare professional who is named to be responsible for the technical user. A
patient may read and write data to its own EPR, e.g. read and write documents to an EPR or authorize
healthcare professionals to do so. A representative may manage an EPR on behalf of the patient. A
policy administrator may open or delete an EPR, i.e. read, write or delete the access policies of an
EPR. A document administrator may correct errors on documents and document metadata level in
EPR.

The roles described above may differ from the real life roles of the user. A user acting with role assistant
in the Swiss EPR may be medical assistant or a healthcare professional in real life; a user acting with
role representative in the Swiss EPR may be an assistant, a healthcare professional or a private person
in real life; a user acting with role policy administrator or document administrator in the Swiss EPR may
be an assistant, a healthcare professional or a hospital employee in real life.

While the method used by a X-Service User (e.g. Document Consumer) to determine the contents of
the assertion is outside of scope of the standard IHE XUA Profile, it is of importance in the Swiss EPR.
Consequently, this national extension specifies the actors and transactions for the X-Service User to
claim the required attributes and to retrieve the assertion used to communicate the claims to the X-
Service Provider.

In the Swiss EPR the XUA token conveys all the required information to enable actors grouped with the
X-Service Provider to enforce the access rights policies. These are user identity claims (i.e. GLN of
healthcare professionals or EPR-SPID of patients) as well as claims related to the current user session
(i.e. purpose of use or the health record which is accessed).
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For security reasons in the Swiss EPR, identity claims must be validated, if they are claimed from
sources, which are outside the certification scope of the Swiss EPR (i.e. primary systems). Consequently
this national extensions defines the requirements on the validation of the identity claims to be performed
when accessing a protected resource of the Swiss EPR.

To support identifier transformations and “on behalf of’-transformations, each community must manage
community-local data sources for the X-Assertion Provider actor. Annex 2 EPRO-FDHA (subparagraphs
1.4.2, 1.6 and 8.2) defines operational certification requirements on these data sources.

1.6.2 Actors / Transactions

The following figures show the actors and transactions specified in this national extension in two different
scenarios: Figure 3 shows the actors and transaction in a scenario, when an Actor grouped with a X-
Service User (e.g. Document Consumer) communicates with one single community. Figure 4 instead
shows a cross-community scenario, when an actor grouped with the X-Service User connected to a
community requests protected resources from a remote community.

User Authentication Provider

Community

X-Assertion Provider
CH:XUA Authenticate User

Other Assertion Transactions
are out of scope
CH:XUA Get X-User Assertion

v

. IHE:XUA Provide X-User Assertion [ITI-40
XUA X-Service User L ]

» XUA X-Service Provider

. Other Actor Other Actor
Exam‘u,\.rs‘ Examples:
Loggu_w I . . * |HE:XDS.b Registry Stored Query [ITI-18] .
Query Document List Actor Grouping + IHE:XDS.b Retrieve Document Set [ITI-43] Actor Grouping

* Retrieve Document

Figure 3: XUA Actors for the use within one community

User Authentication Provider

Community A Community B

CH:XUA Authenticate User

X-Assertion Provider

CH:XUA Get X-User Assertion

N

XUA X-Service User IHE:XUA Provide X-User Assertion [ITI-40]

» XUA X-Service Provider

Examples: Other Actor Other Actor

+ Login Examples:

. N s Pyt . . * Cross Gateway Query [ITI-38] 3
Query Document List Actor Grouping » Cross Gateway Retrieve [ITI-39] Actor Grouping

* Retrieve Document

Figure 4: XUA Actors for the use in cross-community communications
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Actors must perform the following required transactions (labelled “R”):

Transaction Optionality Remark

X-Service User Provide X-User Assertion [ITI-40] | R see ITI TF-2b: 3.40
X-Service Provider Provide X-User Assertion [ITI-40] | R see ITI TF-2b: 3.40
X-Assertion Provider Get X-User Assertion R

X-Service User Get X-User Assertion R

User Authentication Provider Authenticate User R

X-Service User Authenticate User R/O

Table 3: XUA actors and transactions

Here the Authenticate User transaction is labelled “R/O” for the X-Service User. It is optional in the
technical user extension and required in all other extensions.

1.6.3 Actor Groupings

The actors of this national extension MUST be grouped with other actors as follows:

EPR Actor Optionality \'Ib‘victtﬁr 12 e ey Red Remark
R CT Time Client
X-Service User i i
Vi R ATNA Secure Node Indirect, via grouped
actors
. . Indirect, via grouped
R CT Time Client actors
Indirect, via grouped
X-Service Provider R ATNA Secure Node actors group
R CH:ADR Authorization De- | Indirect, via grouped
cision Consumer actors
X-Assertion Provider R CT Time Client
R HPD Provider Information
Consumer
User Authentication Provider R CT Time Client

Table 4: Required groupings of actors defined in this national extension

The following actors of the Swiss EPR MUST be grouped with actors from this national extension:

EPR Actor Optionality Actor to be grouped with  Remark
XDS Document Consumer R X-Service User
XDS Document Source R X-Service User
XDS-I.b Imaging Document Con-
ging R X-Service User
sumer
XDS-I.b Imaging Document Source R X-Service Provider
XDS MU Document Administrator R X-Service User
RMU Update Initiator R X-Service User
XCA(l) Initiating (Imaging) Gateway R X-Service User

XCA(l) Responding (Imaging) Gate-
way

R X-Service Provider
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EPR Actor Optionality Actor to be grouped with  Remark
CH:PPQ Policy Source R X-Service User
CH:PPQ Policy Consumer R X-Service User
CH:ADR Authorization Decision Con- .
R X-Service User
sumer
CH:ADR Authorization Decision Pro- . .
. R X-Service Provider
vider
. . . By grouping with ADR
XDS Document Registry R X-Service Provider
Consumer
XDS Document Repository R X-Service Provider
. . ) ) By grouping with ADR
CH:PPQ Policy Repository R X-Service Provider
Consumer
RMU Update Responder R X-Service Provider
. . ) Via IUA with XUA op-
CH:ATC Patient Audit Consumer R X-Service User tion
. . By grouping with ADR
H:ATC Patient Audit Record R -
Eor C Patient Audit Record Repos R X-Service Provider Consumer and IUA
y Resource Server.

Table 5: Required groupings of actors in the EPR with actors defined in this national extension
1.6.4 Transactions

1.6.4.1 Authenticate User

1.6.4.1.1 Scope

The Authenticate User transaction is used by an X-Service User to pass identity claims to the User
Authentication provider. The User Authentication Provider authenticates the user and returns a SAML 2
Authentication Assertion. For details of the transaction and message semantics see annex 8 EPRO-
FDHA.

1.6.4.1.2 Use Case Roles

Actor: User Authentication Provider

Role: Verifies the authentication information, creates a SAML 2 Identity Assertion and sends it to the X-

Service User. This actor corresponds to the term “Identity Provider” as defined and specified in annex 8
EPRO-FDHA.

Actor: X-Service User

Role: Communicates authentication information to the User Authentication Provider and receives a
SAML 2 Identity Assertion. Communicates authorization information to the X-Assertion Provider and
receives a SAML Authorization Assertion. Provides the SAML Authorization Assertion in the Provide X-
User Assertion [ITI-40] transaction. This actor also corresponds to the term “Relying Party” as defined
and specified in annex 8 EPRO-FDHA.

1.6.4.1.3 Referenced Standards

For the referenced standards of this transaction see annex 8 EPRO-FDHA.

1.6.4.1.4 Interaction Diagram

For details on the transaction, the message semantics and the interaction diagram see annex 8 EPRO-
FDHA.
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1.6.4.2 Get X-User Assertion
1.6.4.2.1 Scope

The Get X-User Assertion transaction is used by an X-Service User to pass claims to the X-Assertion
Provider. The X-Assertion Provider validates the claims and returns a XUA Token with the attributes
required to enforce access rights according to the regulations of the Federal Act on Electronic Patient
Records.

1.6.4.2.2 Use Case Roles

X-Service User X-Assertion Provider

Get X-User Assertion

Figure 5: Use Case Roles for Get X-User Assertion

Actor: X-Service User

Role: Communicates authentication information to the User Authentication Provider and receives a
SAML 2 Identity Assertion. Communicates authorization information to the X-Assertion Provider and
receives a SAML Authorization Assertion. Provides the SAML Authorization Assertion in the Provide X-
User Assertion [ITI-40] transaction.

Actor: X-Assertion Provider

Role: Verifies authorization information, creates a SAML Authorization Assertion and sends it to the X-
Service User.

1.6.4.2.3 Referenced Standards
The following standards are normative for this transaction:

¢ Bindings for the OASIS Security Assertion Markup Language (SAML) V2.0
https://docs.oasis-open.org/security/saml/v2.0/saml-bindings-2.0-0s.pdf

e Authentication Context for the OASIS Security Assertion Markup Language (SAML) V2.0
https://docs.oasis-open.org/security/saml/v2.0/saml-authn-context-2.0-o0s.pdf

e Assertions and Protocols for the OASIS Security Assertion Markup Language (SAML) V2.0
https://docs.oasis-open.org/security/saml/v2.0/saml-core-2.0-0s.pdf

e Profiles for the OASIS Security Assertion Markup Language (SAML) V2.0
https://docs.oasis-open.org/security/saml/v2.0/saml-profiles-2.0-o0s.pdf

e Security Assertion Markup Language (SAML) V2.0 Technical Overview
Committee Draft 02, 25 March 2008
http://docs.oasis-open.org/security/saml/Post2.0/sstc-saml-tech-overview-2.0.pdf

e Web Services Security: SAML Token Profile 1.1
https://docs.oasis-open.org/wss/vl.1/wss-vl.1-spec-0s-SAMLTokenProfile.pdf

e Web Services Security: SOAP Message Security 1.1 (WS-Security 2004)
https://docs.oasis-open.org/wss/vl.1/wss-vl.1-spec-0s-SOAPMessageSecurity.pdf

e WS-Trust 1.3
http://docs.oasis-open.org/ws-sx/ws-trust/v1.3/ws-trust.html

e OASIS eXtensible Access Control Markup Language (XACML) v2.0
https://www.oasis-open.org/standards#xacmiv2.0

e OASIS Multiple Resource Profile of XACML v2.0
https://docs.oasis-open.org/xacml/2.0/access _control-xacml-2.0-mult-profile-spec-os.pdf
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e OASIS SAML 2.0 profile of XACML v2.0
http://docs.oasis-open.org/xacml/xacml-saml-profile/v2.0/xacml-saml-profile-v2.0.html

1.6.4.2.4 Interaction Diagram

The interactions Get X-User Assertion request and response are normative for this national extension.
Other shown interactions are informative and assist with understanding or implementing this transaction.

X-Service User X-Assertion Provider X-Service Provider

1

t X-UserAssertion Request:

< —————— Get X-User Assertion Response — — — — —

|
|
I
|
|
I
I
|
|
|
|

Provide X User Assertion ITI-40:

».
Ll

Figure 6: Get X-User Assertion interaction diagram

1.6.4.2.4.1 Trigger Events

The Get X-User Assertion transaction MUST be executed when an X-Service User actor aims to request
a protected resource from an actor grouped with the X-Service Provider and one of the following events
occur:

e the current session has no assigned XUA token;

¢ the claimed attributes change during the current user session;

o the time interval defining the validity period of the XUA token is exceeded or is expected to
exceed soon.

1.6.4.2.4.2 Message Semantics

The message model of Get X-User Assertion transaction implements the message model of the Security
Token Framework defined in WS-Trust 1.3.

The Get X-User Assertion response message extends the <wst:RequestSecurityTokenResponse> mes-
sage defined in WS-Trust 1.3. In addition to the mandatory elements defined in WS-Trust 1.3, the Get
X-User Assertion response MUST contain a <wst:RequestedSecurityToken> element with a <saml|2:As-
sertion> as defined in 1.6.4.3 below or a WS-Trust 1.3 error response detailed in section 1.6.4.2.4.4, if
the request was invalid, malformed or not understood for other reasons.

The Get X-User Assertion request message extends the <wst:RequestSecurityToken> message defined
in WS-Trust 1.3. In addition to the elements defined in WS-Trust 1.3, the Get X-User Assertion request
MUST contain a <wst:Claims> element with the Dialect set to "http://www.bag.admin.ch/epr/2017/an-
nex/5/amendment/2".

The <wst:Claims> element must have the following child elements:

e There MUST be an <Attribute> element with name "urn:oasis:names:tc:xspa:1.0:subject:pur-
poseofuse”. The <AttributeValue> child element MUST convey a coded value of the current
transaction’s <PurposeOfUse>. There are three values to be distinguished within the EPR: Nor-
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mal Access, Emergency Access and Automatic Upload (for Document Sources in the role Tech-
nical User, TCU) with the corresponding codes NORM, EMER and AUTO from code system
2.16.756.5.30.1.127.3.10.5 of the CH:EPR value set.

e There MUST be one <Attribute> element with name "urn:oasis:names:tc:xacml:2.0:sub-
jectirole”. The <AttributeValue> child element MUST convey a coded value of the subject’s
<Role>.

e There MUST be an <Attribute> element with hame "urn:oasis:names:tc:xacml:2.0:resource:re-
source-id". The <AttributeValue> MUST convey the EPR-SPID identifier of the patient’s record
and the patient assigning authority formatted in CX syntax as specified in the XUA profile.

Depending on the extension used additional <Attribute> are required, as described in the following sec-
tions.

1.6.4.2.4.2.1 Heathcare Professional Extension

For healthcare professionals the Get X-User Assertion request MUST convey the SAML 2 Identity As-
sertion retrieved from the Authenticate User transaction response described above. The SAML 2 Identity
Assertion MUST be contained in the Web Service security header of the SOAP message.

In the healthcare professional extension the role claim ("urn:oasis:names:tc:xacml:2.0:subject:role") at-
tribute MUST be the code HCP from code system 2.16.756.5.30.1.127.3.10.6 of the CH:EPR value set.

1.6.4.2.4.2.2 Assistant Extension

For assistants the Get X-User Assertion request MUST convey the SAML 2 Identity Assertion retrieved
from the Authenticate User transaction response described above. The SAML 2 Identity Assertion MUST
be contained in the Web Service security header of the SOAP message.

The following attributes MUST be added to the <wst:Claims> element of the Get X-User Assertion re-
quest with the assistant extension:

e There MUST be one <Attribute> element with name "urn:e-health-suisse:principal-id". The <At-
tributeValue> child element MUST convey the GLN of the healthcare professional an assistant
is acting on behalf of.

e There MUST be one <Attribute> element with the attribute name "urn:e-health-suisse:principal-
name". The <AttributeValue> child element MUST convey the name of the healthcare profes-
sional an assistant is acting on behalf of.

In the assistant extension the role claim ("urn:oasis:names:tc:xacml:2.0:subject:role") attribute MUST be
the code ASS from code system 2.16.756.5.30.1.127.3.10.6 of the CH:EPR value set.

The following optional attributes MAY be used in the <wst:Claims> element of the Get X-User Assertion
request in the assistant extension:

e There MAY be one or more <Attribute> elements with name "urn:oasis:names:tc:xspa:1.0:sub-
ject:organization". If present the <AttributeValue> child element MUST convey a plain text the
subject’s organization is named by.

e There MAY be one or more <Attribute> elements with name "urn:oasis:names:tc:xspa:1.0:sub-
ject:organization-id". If present the <AttributeValue> child element MUST convey the ID of the
subject’s organization or group. The ID MUST be an OID in the format of an URN.

1.6.4.2.4.2.3 Technical User Extension

In the technical user extension the system or application MUST be authenticated with a SAML 2 Identity
Assertion in the security header of the SOAP message of the Get X-User Assertion request.

In the technical user extension the SAML 2 Identity Assertion MUST be signed by the technical user
with a private key that uniquely identifies the technical user. The SAML 2 Identity Assertion MUST con-
vey the unique ID of the technical User in the name identifier and a subject confirmation with bearer
method in the <saml2:Subject> element.
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The following attributes MUST be added to the <wst:Claims> element of the Get X-User Assertion re-
quest with the technical user extension:

e There MUST be one <Attribute> element with name attribute "urn:e-health-suisse:principal-id".
The <AttributeValue> child element MUST convey the GLN of the legal responsible healthcare
professional the technical user is acting on behalf of.

e There MUST be one or more <Attribute> elements with name attribute "urn:e-health-suisse:prin-
cipal-name".The <AttributeValue> child element MUST convey the name of the legal responsi-
ble healthcare professional the technical user is acting on behalf of.

In the technical user extension the role claim ("urn:oasis:names:tc:xacml:2.0:subject:role") attribute
MUST be code TCU from code system 2.16.756.5.30.1.127.3.10.6 of the CH:EPR value set.

In the technical user extension the purpose of use claim ("urn:oasis:names:tc:xspa:1.0:subject:purpose-
ofuse”) attribute MUST be code AUTO from code system 2.16.756.5.30.1.127.3.10.5 of the CH:EPR
value set.

1.6.4.2.4.2.4 Policy Administrator Extension

For policy administrators the Get X-User Assertion request MUST convey the SAML 2 Identity Assertion
retrieved from the Authenticate User transaction response described above. The SAML 2 Identity As-
sertion MUST be contained in the Web Service security header of the SOAP message.

In the policy administrator extension the role claim ("urn:oasis:names:tc:xacml:2.0:subject:role") attrib-
ute MUST be code PADM from code system 2.16.756.5.30.1.127.3.10.6 of the CH:EPR value set.

In the policy administrator extension the purpose of use claim ("urn:oasis:names:tc:xspa:1.0:subject:pur-
poseofuse”) attribute MUST be code NORM from code system 2.16.756.5.30.1.127.3.10.5 of the
CH:EPR value set.

1.6.4.2.4.2.5 Document Administrator Extension

For document administrators the Get X-User Assertion request MUST convey the SAML 2 Identity As-
sertion retrieved from the Authenticate User transaction response described above. The SAML 2 Identity
Assertion MUST be contained in the Web Service security header of the SOAP message.

In the document administrator extension the role claim ("urn:oasis:names:tc:xacml:2.0:subject:role") at-
tribute MUST be code DADM from code system 2.16.756.5.30.1.127.3.10.6 of the CH:EPR value set.

In the document administrator extension the purpose of use claim ("urn:oasis:names:tc:xspa:1.0:sub-
ject:purposeofuse”) attribute MUST be code NORM from code system 2.16.756.5.30.1.127.3.10.5 of the
CH:EPR value set.

1.6.4.2.4.2.6 Patient Extension

For patients the Get X-User Assertion request MUST convey the SAML 2 Identity Assertion retrieved
from the Authenticate User transaction response described above. The SAML 2 Identity Assertion MUST
be contained in the Web Service security header of the SOAP message.

In the patient extension the role claim ("urn:oasis:names:tc:xacml:2.0:subject:role") attribute MUST be
the code PAT from code system 2.16.756.5.30.1.127.3.10.6 of the CH:EPR value set.

In the patient extension the purpose of use claim ("urn:oasis:names:tc:xspa:1.0:subject:purposeofuse”)
attribute MUST be the code NORM from code system 2.16.756.5.30.1.127.3.10.5 of the CH:EPR value
set.
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The following optional attributes MAY be added to the <wst:Claims> element of the Get X-User Assertion
request in the patient extension®:

e There MAY be one <Attribute> element with name "urn:e-health-suisse:principal-id". If present,
the <AttributeValue> child element MUST convey the EPR-SPID of the patient.

e There MAY be one <Attribute> element with the attribute name "urn:e-health-suisse:principal-
name". If present, the <AttributeValue> child element MUST convey the name of the patient.

1.6.4.2.4.2.7 Representative Extension

For representatives the Get X-User Assertion request MUST convey the SAML 2 Identity Assertion re-
trieved from the Authenticate User transaction response described above. The SAML 2 Identity Asser-
tion MUST be contained in the Web Service security header of the SOAP message.

In the representatives extension the role claim ("urn:oasis:names:tc:xacml:2.0:subject:role") attribute
MUST be code REP from code system 2.16.756.5.30.1.127.3.10.6 of the CH:EPR value set.

In the representatives extension the purpose of use claim ("urn:oasis:names:tc:xspa:1.0:subject:pur-
poseofuse”) attribute MUST be code NORM from code system 2.16.756.5.30.1.127.3.10.5 of the
CH:EPR value set.

The following optional attributes MAY be added to the <wst:Claims> element of the Get X-User Assertion
request in the representative extension:

e There MAY be one <Attribute> element with name "urn:e-health-suisse:principal-id". If present,
the <AttributeValue> child element MUST convey the unique ID of the representative registered
in the community data stores.

e There MAY be one <Attribute> element with the attribute name "urn:e-health-suisse:principal-
name". If present, the <AttributeValue> child element MUST convey the hame of the representa-
tive registered in the community data stores.

1.6.4.2.4.3 Expected Actions X-Service User

There are no further requirements defined for the X-Service User for the Get X-User Assertion transac-
tion.

1.6.4.2.4.4 Expected Actions X-Assertion Provider

The X-Assertion Provider MUST validate the claims as described in the following sections. If the valida-
tion succeeds, the X-Assertion Provider must return SAML 2 Authorization Assertion as defined in sec-
tion 1.6.4.3.4.2.

In case the validation fails, the X-Assertion Provider must respond with an error message as described
in WS-Trust 1.3. The following specialization for the Swiss EPR MUST be applied:

Error that occurred (fault string) | Fault code (fault code) Remark

MUST be used, if required claims
are missing, wrong or if the claims
are not according to the extensions
defined below.

MUST be used, if the signature of
the SAML 2 Identity Assertion in the
Authentication failed wst:FailedAuthentication security header of the Get X-User
Assertion Request is not from a cer-
tified identity provider nor from a

The request was invalid or mal-

formed wst:InvalidRequest

1 While the assistant and technical user extension use the principal claims according to the SAML 2 Delegation
Specification, in the patient and representative extension the principal claims have a different meaning as ex-
plained in section 1.6.4.2.4.4.
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Error that occurred (fault string) | Fault code (fault code) Remark

technical user registered in the
community as an authorized Docu-
ment Source.

Table 6: Error and corresponding codes oft the Get X User Asserrtion transaction

1.6.4.2.4.4.1 Healthcare Professional Extension

In the healthcare professional extension the X-Assertion Provider MUST validate the SAML 2 |dentity
Assertion conveyed in the security header. The X-Assertion Provider actor MUST proof that the asser-
tion was signed by the claimed User Authentication Provider as registered in the community data stores.
In addition the X-Assertion Provider actor must check that the time interval defined in the <Condition>
element of the SAML 2 Identity Assertion is neither exceeded nor below the limit.

The SAML 2 Identity Assertion in the security header MAY convey the GLN of the authenticated
healthcare professional. If present, the X-Assertion Provider MUST use the GLN from the SAML 2 Iden-
tity Assertion in the <NamelD> of the subject in the <Assertion> returned with the Get X-User Assertion
Response message. If not, the X-Assertion Provider actor MUST query the community data stores to
resolve the Name ID of the <Subject> element to the GLN of the healthcare professional to be returned
in the <Assertion> with the Get X-User Assertion response message.

In the healthcare professional extension the X-Assertion Provider MUST proof, that the GLN of the
healthcare professional is registered in the Provider Information Directory.

The X-Assertion Provider actor MUST query the Healthcare Provider Directory and resolve the GLN of
the healthcare professional to all groups including all superior group up to the root level. The X-Assertion
Provider actor must add the group IDs and the group names in an ordered sequence to the Get X-User
Assertion response message.

1.6.4.2.4.4.2 Assistant Extension

In the assistant extension the X-Assertion Provider MUST validate the SAML 2 Identity Assertion con-
veyed in the security header. The X-Assertion Provider actor MUST proof that the assertion was signed
by the claimed User Authentication Provider as registered in the community data stores. In addition the
X-Assertion Provider actor must check that the time interval defined in the <Condition> element of the
SAML 2 Identity Assertion is neither exceeded nor below the limit.

The SAML 2 Identity Assertion in the security header MAY convey the GLN of the authenticated assis-
tant. If present, the X-Assertion Provider MUST use the GLN from the SAML 2 Identity Assertion to
resolve the attributes conveyed with the <Assertion> in the Get X-User Assertion response message. If
not, the X-Assertion Provider actor MUST query the community data stores to resolve the Name ID of
the <Subject> element to the GLN of the assistant.

The X-Assertion Provider MUST validate, that the GLN of the assistant is registered in the community
data stores and is authorized to act on behalf of the healthcare professional declared in the claim attrib-
ute "urn:e-health-suisse:principal-id" of the Get X-User Assertion request.

If present the X-Assertion Provider MUST read the group IDs claimed in the <Attribute> element with
name "urn:oasis:names:tc:xspa:1.0:subject:organization-id" from the Get X-User Assertion request and
verify the membership of the healthcare professional the assistant is acting on behalf of. If true, the X-
Assertion Provider MUST query the Healthcare Provider Directory and resolve the claimed groups and
all superior groups up to the root level. The X-Assertion Provider actor must add the group IDs and the
group names in an ordered sequence to the Get X-User Assertion response message.

If no groups are claimed in the Get X-User Assertion, the X-Assertion Provider MUST query the
Healthcare Provider Directory and resolve the GLN of the healthcare professional to all groups including
all superior groups up to the root level. The X-Assertion Provider actor must add the group IDs and the
group names in an ordered sequence to the Get X-User Assertion response message.
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1.6.4.2.4.4.3 Technical User Extension

In the technical user extension the X-Assertion Provider MUST validate the SAML 2 Identity Assertion
conveyed in the security header.

In the technical user extension the X-Assertion Provider MUST use the Name ID of the <Subject> ele-
ment and query the community data stores for the X.509 certificate registered with the technical user.
The X-Assertion Provider actor MUST authenticate the technical user by validating the signature of the
Assertion with the certificate registered with the technical user. If present, an optional <Keylnfo> element
in the SAML 2 Identity Assertion with a X.509 certificate MUST be ignored by the X-Assertion Provider.

The X-Assertion Provider actor MUST validate, that the Name ID of the <Subject> element of Get X-
User Assertion request of the technical user is registered in the community data stores as authorized to
act on behalf of the healthcare professional declared in the claim attribute "urn:e-health-suisse:principal-
id" of the Get X-User Assertion request. In addition the X-Assertion Provider actor must check that the
time interval defined in the <Condition> element of the SAML 2 Identity Assertion is neither exceeded
nor below the limit.

1.6.4.2.4.4.4 Policy Administrator Extension

In the policy administrator extensions the X-Assertion Provider MUST validate the SAML 2 Identity As-
sertion conveyed in the security header. The X-Assertion Provider actor MUST proof that the assertion
was signed by the claimed User Authentication Provider as registered in the community data stores. In
addition the X-Assertion Provider actor must check that the time interval defined in the <Condition>
element of the SAML 2 Identity Assertion is neither exceeded nor below the limit.

In the administrator extension the X-Assertion Provider MUST use the Name ID of the <Subject> ele-
ment in the SAML 2 Identity Assertion from the security header and resolve it to the unique ID of the
administrator as registered in community data stores.

1.6.4.2.4.45 Document Administrator Extension
See 1.6.4.2.4.4.4

1.6.4.2.4.4.6 Patient Extension

In the patient extension the X-Assertion Provider MUST validate the SAML 2 Identity Assertion conveyed
in the security header. The X-Assertion Provider actor MUST proof that the assertion was signed by the
claimed User Authentication Provider as registered in the community data stores. In addition the X-
Assertion Provider actor must check that the time interval defined in the <Condition> element of the
SAML 2 Identity Assertion is neither exceeded nor below the limit.

The X-Assertion Provider MAY accept the principal ID and name claims of a Get X-User Assertion, only
if the request is performed by a X-Service User from inside the certified community without further vali-
dation. If the request is performed by a X-Service User which is not inside the certification scope of the
community, the X-Assertion Provider MUST use the Name ID of the <Subject> element in the SAML 2
Identity Assertion from the security header and resolve it to the EPR-SPID by querying the community
data stores.
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1.6.4.2.4.4.7 Representative Extension

In the representative extension the X-Assertion Provider MUST validate the SAML 2 Identity Assertion
conveyed in the security header. The X-Assertion Provider actor MUST proof that the assertion was
signed by the claimed User Authentication Provider as registered in the community data stores. In ad-
dition the X-Assertion Provider actor must check that the time interval defined in the <Condition> element
of the SAML 2 Identity Assertion is neither exceeded nor below the limit.

The X-Assertion Provider MAY accept the principal ID and name claims of a Get X-User Assertion, only
if the request is performed by a X-Service User from inside the certified community without further vali-
dation. If the request is performed by a X-Service User which is not inside of the scope of the certified
community, the X-Assertion Provider MUST use the Name ID of the <Subject> element in the SAML 2
Identity Assertion from the security header and resolve it to the EPR-SPID of the patient by querying the
community data stores.

1.6.4.2.4.5 Message Examples
For message examples see http://www.bag.admin.ch/epra.

1.6.4.2.5 Security Consideration

In the Swiss EPR all actors grouped with the X-Service User must be grouped with ATNA Secure Node
or Secure Application Actor. In addition the X-Assertion Provider MUST be grouped with the ATNA Se-
cure Application Actor. This grouping forces the network transactions to utilize mutually authenticated
and encrypted TLS or equivalent.

There are no requirements on the audit trail of the Get X-User Assertion transaction in this national
extension. Instead there might be inherited requirements from actors grouped with the X-Service User
to protocol information from the XUA Assertion in ATNA logs of the transactions.

1.6.4.3 Provide X-User Assertion [ITI-40]

This section describes the national extension for the Swiss EPR of the Provide X-User Assertion [ITI-
40] transaction defined in IHE TF 2b.

1.6.4.3.1 Scope

In the Swiss EPR the ITI-40 transaction is used by the X-Service User to convey an assertion to actors
grouped with the X-Service Provider in order to enable the enforcement of the access rights as defined
in the Federal Act on Electronic Patient Records (EPRA).

1.6.4.3.2 Use Case Roles
Actor: X-Service User

Role: Provides a SAML Authorization Assertion in the Provide X-User Assertion [ITI-40] transaction.
Actor: X-Service Provider

Role: Receives a SAML Authorization Assertion to enable grouped actors to enforce access rights pol-
icies.

1.6.4.3.3 Referenced Standards

The following standards are normative for this national extension:

e Security Assertion Markup Language (SAML) V2.0 Technical Overview
Committee Draft 02, 25 March 2008
http://docs.oasis-open.org/security/saml/Post2.0/sstc-saml-tech-overview-2.0.pdf

e Web Services Security: SAML Token Profile 1.1
https://docs.oasis-open.org/wss/vl.1/wss-v1.1-spec-0s-SAMLTokenProfile.pdf

e Web Services Security: SOAP Message Security 1.1 (WS-Security 2004)
https://docs.oasis-open.org/wss/vl.1/wss-vl.1-spec-0s-SOAPMessageSecurity.pdf
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e OASIS SAML V2.0 Condition for Delegation Restriction Version 1.0
http://docs.oasis-open.org/security/saml/Post2.0/sstc-saml-delegation-cs-01.pdf

1.6.4.3.4 Interaction Diagrams

1.6.4.3.4.1 Trigger Events

The Provide X-User Assertion transaction MUST be executed when an X-Service User actor aims to
request a protected resource from an actor grouped with the X-Service Provider, which enforces author-
ization.

1.6.4.3.4.2 Message Semantics

A SAML 2.0 Authorization Assertion MUST be conveyed in the WS-Security SOAP Header of transac-
tion request messages to communicate entity attributes as described in the Provide X-User Assertion
[ITI-40]in ITI TF-2b.

The EPR SAML 2.0 Authorization Assertion MUST contain child elements <lIssuer>, <Signature>, <Sub-
ject>, <Conditions>, <AuthnStatement> and <AttributeStatement>. The <AttributeStatement> element
carries a number of attributes that reflect the identity claims being made.

The EPR requires the following details to be conveyed within the <Assertion>:

The <Issuer> element indicates the system that issued the token and therefore confirms that the identi-
fied user was properly authenticated and that the attributes included in the token are accurate. For fur-
ther details see [SAML 2.0].

The <Signature> element conveys a X.509 signature created by the X-Assertion Provider actor to guar-
anty the confidentiality of the claims being made and unaltered content of the assertion. For further
details see [SAML 2.0].

The <Subject> element identifies the Requester Entity. This element MUST contain a SAML 2.0
<NamelD> child element with the format attribute "urn:oasis:names:tc:SAML:2.0:nameid-format:persis-
tent" in all extensions. The further requirements depend on the extension and are defined in the corre-
sponding sections.

The <Subject> element MAY have a second child element <SubjectConfirmation> with the following
attribute: @Method="urn:oasis:names:tc:SAML:2.0:cm:bearer". The further requirements on this ele-
ment depend on the extension and are defined in the corresponding sections.

The <Conditions> element specifies a validity period (timestamps) to prevent “replay” of the assertion
while attributes MAY have changed. The time period is not specified in this national extension and must
be chosen according to the regulations of the community. An audience restriction (urn:e-health-
suisse:token-audience:all-communities) specifies the intended recipient or system the assertion MUST
be valid for. The reuse of the token (signed SAML identity assertion) MAY be denied by setting a <One-
TimeUse> element. For further details see [SAML 2.0].

The further requirements on this element depend on the extension and are defined in the corresponding
sections.

The <AuthnStatement> element specifies the authentication procedure by which the entity’s identity
(e.g. a user) was verified. For further details see [SAML 2.0].

The <AttributeStatement> element identifies the Requester Entity’s attributes / identity claims. The
following requirements hold for the <Attribute> child elements:

e There MUST be one <Attribute> element with the name attribute
"urn:oasis:names:tc:xspa:1.0:subject:subject-id". The <AttributeValue> child element MUST
convey the subject’s real world name as plain text as defined by IHE XUA in all extensions.

e There MUST be one <Attribute> element with the name attribute
"urn:oasis:names:tc:xacml:2.0:subject:role". The <AttributeValue> child element MUST convey
a coded value of the subject’s role.
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e There MUST be one or more <Attribute> elements with the name attribute
"urn:oasis:names:tc:xspa:1.0:subject:organization-id". The <AttributeValue> child element
MUST convey the ID of the subject’s organization or group registered in the HPD or empty, if
not known.

e There MUST be one or more <Attribute> elements with the name attribute:
"urn:oasis:names:tc:xspa:1.0:subject:organization”. The <AttributeValue> child element MUST
convey a plain text the subject’s organization name as registered in the HPD or empty, if not
known.

e There MUST be one <Attribute> element with the name attribute:
"urn:oasis:names:tc:xacml:2.0:resource:resource-id". The <AttributeValue> MUST convey the
EPR-SPID identifier of the patient’s record and the patient assigning authority formatted in CX
syntax as specified in the XUA profile.

e There MUST be one <Attribute> element with the name attribute:
"urn:oasis:names:tc:xspa:1.0:subject:purposeofuse". The <AttributeValue> child element
MUST convey a coded value of the current transaction’s purpose of use.

1.6.4.3.4.2.1 Heathcare Professional Extension

In the healthcare professional extension the following requirements hold for the <Subject> element of
the <Assertion>:

e The <NamelD> child element of the <Subject> MUST contain the GLN of the subject with name
qualifier attribute set to "urn:gs1:gin”.

In the healthcare professional extension the following requirements hold for the <AttributeStatement>
element of the <Assertion>:

e The role attribute ("urn:oasis:names:tc:xacml:2.0:subject:role") must be code HCP from code
system 2.16.756.5.30.1.127.3.10.6 of the CH:EPR value set.

e The organization ID attribute ("urn:oasis:names:tc:xspa:1.0:subject.organization-id") MUST
convey the identifiers of the organizations or groups the subject is assigned to. The identifiers
MUST be OID in the format of URN as registered in the healthcare provider directory.

e The organization attribute ("urn:oasis:names:tc:xspa:1.0:subject:organization") of the
<AttributeStatement> MUST convey the name of the organizations or groups the subject is a
member of.

e The purpose of use attribute ("urn:oasis:names:tc:xspa:l.0:subject:purposeofuse”) of the
<AttributeStatement> MUST be either code NORM or EMER from code system
2.16.756.5.30.1.127.3.10.5 of the CH:EPR value set.

1.6.4.3.4.2.2 Assistant Extension

The assistant extension uses the SAML 2 Condition for Delegation Restriction Version 1.0 to manage
the relationship between the assistant and the healthcare professional the assistant is acting on behalf
of.

In the assistant extension the following requirements hold for the <Subject> element of the <Assertion>:

e The <NamelD> child element of the <Subject> element MUST contain the GLN of the subject
(responsible healthcare professional) with name qualifier attribute set to "urn:gs1:gin”.

e The <SubjectConfirmation> element MUST contain a <NamelD> child element. The <NamelD>
element must convey the GLN of the assistant with name qualifier attribute set to "urn:gs1:gin”.

e The <SubjectConfirmation> element MUST contain a <SubjectConfirmationData> child
element with one <AttributeStatement> which conveys the assistant real name as plain text in
an <Attribute> with name "urn:oasis:names:tc:xspa:1.0:subject:subject-id".
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In the assistant extension the <Assertion> must contain a <Conditions> element conveying the relation
of the assistant to the healthcare professional the assistant is acting on behalf of. The following
requirements hold for the <Conditions> element:

e The NotBefore and NotOnOrAfter attributes of the <Conditions> element MUST define a valid
time interval.

¢ The <Conditions> element MUST contain a <AudienceRestriction> element coveying a single
<Audience> child element with the value set to "urn:e-health-suisse:token-audience:all-
communities”.

e The <Conditions> element MUST contain a single <Condition> element with Type-Attribute
"DelegationRestrictionType". The <Condition> element must contain a single <Delegate>
element with a <NamelD> child element. The <NamelD> element must have a Format attribute
with value "urn:oasis:names:tc:SAML:2.0:nameid-format:persistent” and a NameQualifier
attribute with value "urn:gs1:gin" conveying the GLN of the assistant.

In the assistant extension the following requirements hold for the <AttributeStatement> element of the
<Assertion>:

e The role attribute ("urn:oasis:names:tc:xacml:2.0:subject:role™) of the <AttributeStatement>
must be code HCP from code system 2.16.756.5.30.1.127.3.10.6 of the CH:EPR value set.

e The organization ID attribute ("urn:oasis:names:tc:xspa:l.0:subject:organization-id") of the
<AttributeStatement> MUST convey the identifiers of the organizations or groups the subject is
assigned to. The identifier MUST be OID in the format of URN as registered in the healthcare
provider directory.

e The organization attribute ("urn:oasis:names:tc:xspa:l.0:subject:organization”) of the
<AttributeStatement> MUST convey the name of the organizations or groups the subject is
assigned to.

e The purpose of use attribute ("urn:oasis:names:tc:xspa:1.0:subject:purposeofuse") of the
<AttributeStatement> MUST be either code NORM or EMER from code system
2.16.756.5.30.1.127.3.10.5 of the CH:EPR value set.

1.6.4.3.4.2.3 Technical User Extension

The technical user extension uses the SAML 2 Condition for Delegation Restriction Version 1.0 to man-
age the relationship between the technical user and the healthcare professional the technical user is
acting on behalf of.

In the technical user extension the following requirements hold for the <Subject> element of the <As-
sertion>:

e The <NamelD> child element of the <Subject> element MUST contain the GLN of the subject
(responsible healthcare professional) with name qualifier attribute set to “urn:gs1:gin”.

e The <SubjectConfirmation> element MUST contain a <NamelD> child element. The <NamelD>
element must convey the unique ID the technical user is registered within the community and
NameQualifier "urn:e-health-suisse:technical-user-id".

In the technical user extension the <Assertion> must contain a <Conditions> element conveying the
relation of the technical user to the healthcare professional the technical user is acting on behalf of. The
following requirements hold for the <Conditions> element:

¢ The NotBefore and NotOnOrAfter attributes of the <Conditions> element MUST define a valid
time interval.

e The <Conditions> element MUST contain a <AudienceRestriction> element coveying a single
<Audience> child element with the value set to "urn:e-health-suisse:token-audience:all-
communities”.

e The <Conditions> element MUST contain a single <Condition> element with Type-Attribute
"DelegationRestrictionType". The <Condition> element must contain a single <Delegate>
element with a <NamelD> child element. The <NamelD> element must have a Format attribute
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with value "urn:oasis:names:tc:SAML:2.0:nameid-format:persistent” and a NameQualifier
attribute with value "urn:e-health-suisse:technical-user-id" conveying the unique ID the technical
user is registered with in the community.

In the technical user extension the following requirements hold for the <AttributeStatement> element of
the <Assertion>:

e The role attribute ("urn:oasis:names:tc:xacml:2.0:subject:role”) of the <AttributeStatement>
must be code HCP from code system 2.16.756.5.30.1.127.3.10.6 of the CH:EPR value set.

e The organization ID attribute ("urn:oasis:names:tc:xspa:1.0:subject:organization-id") MUST
convey the identifiers of the organizations or groups the subject (i.e. the responsible healthcare
professional) is assigned to. The identifier MUST be OID in the format of URN as registered in
the healthcare provider directory.

e The organization attribute ("urn:oasis:names:tc:xspa:1.0:subject:organization") MUST convey
the names of the organizations or groups the subject is assigned to.

e The purpose of use attribute ("urn:oasis:names:tc:xspa:1.0:subject:purposeofuse") MUST be
code AUTO from code system 2.16.756.5.30.1.127.3.10.5 of the CH:EPR value set.

1.6.4.3.4.2.4 Policy Administrator Extension

In the policy administrator extension the following requirements hold for the <Subject> element of the
<Assertion>:

e The <NamelD> child element of the <Subject> element MUST contain the unique ID the admin-
istrator is registered with in the community and the name qualifier attribute set to "urn:e-health-
suisse:policy-administrator-id".

In the policy administrator extension the following requirements hold for the <AttributeStatement> ele-
ment of the <Assertion>:

e The role attribute ("urn:oasis:names:tc:xacml:2.0:subject:role”) must be code PADM from code
system 2.16.756.5.30.1.127.3.10.6 of the CH:EPR value set.

e The organization ID attribute ("urn:oasis:names:tc:xspa:1.0:subject:organization-id") element
MUST be empty.

e The organization attribute ("urn:oasis:names:tc:xspa:1.0:subject:organization") element MUST
be empty.

e The purpose of use attribute ("urn:oasis:names:tc:xspa:1.0:subject:purposeofuse™) attribute
MUST be code NORM from code system 2.16.756.5.30.1.127.3.10.5 of the CH:EPR value set.

1.6.4.3.4.2.5 Document Administrator Extension

In the document administrator extension the following requirements hold for the <Subject> element of
the <Assertion>:

e The <NamelD> child element of the <Subject> element MUST contain the unique ID the admin-
istrator is registered with in the community and the name qualifier attribute set to "urn:e-health-
suisse:document-administrator-id".

In the document administrator extension the following requirements hold for the <AttributeStatement>
element of the <Assertion>:

e The role attribute ("urn:oasis:names:tc:xacml:2.0:subject:role") must be code DADM from code
system 2.16.756.5.30.1.127.3.10.6 of the CH:EPR value set.

e The organization ID attribute ("urn:oasis:names:tc:xspa:l.0:subject:organization-id") element
MUST be empty.

e The organization attribute ("urn:oasis:names:tc:xspa:1.0:subject:organization") element MUST
be empty.

e The purpose of use attribute ("urn:oasis:names:tc:xspa:1.0:subject:purposeofuse”) attribute
MUST be code NORM from code system 2.16.756.5.30.1.127.3.10.5 of the CH:EPR value set.
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1.6.4.3.4.2.6 Patient Extension
In the patient extension the following requirements hold for the <Subject> element of the <Assertion>:

e The <NamelD> child element of the <Subject> element MUST contain the EPR-SPID of the
patient with name qualifier attribute set to "urn:e-health-suisse:2015:epr-spid".

In the patient extension the following requirements hold for the <AttributeStatement> element of the
<Assertion>:

e The role attribute ("urn:oasis:names:tc:xacml:2.0:subject:role”) must be code PAT from code
system 2.16.756.5.30.1.127.3.10.6 of the CH:EPR value set.

e The organization ID attribute ("urn:oasis:names:tc:xspa:1.0:subject:organization-id") element
MUST be empty.

e The organization attribute ("urn:oasis:names:tc:xspa:1.0:subject:organization") element MUST
be empty.

e The purpose of use attribute ("urn:oasis:names:tc:xspa:1.0:subject:purposeofuse”) MUST be
code NORM from code system 2.16.756.5.30.1.127.3.10.5 of the CH:EPR value set.

1.6.4.3.4.2.7 Representative Extension

In the representative extension the following requirements hold for the <Subject> element of the <As-
sertion>:

e The <NamelD> child element of the <Subject> element MUST contain the unique ID the repre-
sentative is registered with in the community and the name qualifier attribute set to "urn:e-health-
suisse:representative-id".

In the representative extension the following requirements hold for the <AttributeStatement> element of
the <Assertion>:

e The role attribute ("urn:oasis:names:tc:xacml:2.0:subject:role™) must be code REP from code
system 2.16.756.5.30.1.127.3.10.6 of the CH:EPR value set.

e The organization ID attribute ("urn:oasis:names:tc:xspa:1.0:subject:organization-id") element
MUST be empty.

e The organization attribute ("urn:oasis:names:tc:xspa:1.0:subject:organization") element MUST
be empty.

e The purpose of use attribute ("urn:oasis:names:tc:xspa:1.0:subject:purposeofuse™) MUST be
code NORM from code system 2.16.756.5.30.1.127.3.10.5 of the CH:EPR value set.

1.6.4.3.4.3 Expected Actions X-Service User

There are no further requirements defined for the X-Service User in the Provide X-User Assertion [ITI-
40] transaction beyond those defined in the IHE XUA Profile.

1.6.4.3.4.4 Expected Actions X-Service Provider

There are no further requirements defined for the X-Service Provider in the Provide X-User Assertion
[ITI-40] transaction beyond those defined in the IHE XUA Profile.

1.6.4.3.4.5 Message Examples
For message examples see http://www.bag.admin.ch/epra.

1.6.4.3.5 Security Consideration

The SAML 2 Authorization Assertion must be protected against confidentiality risks. In the Swiss EPR
all actors grouped with the X-Service User and X-Service Provider are required to be grouped with ATNA
Secure Node or Secure Application Actor. This grouping forces the network transactions to utilize mu-
tually authenticated and encrypted TLS or equivalent.
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There are no requirements on the audit trail of the Provide X-User Assertion transaction in this national
extension. Instead there might be inherited requirements from actors grouped with the X-Service User
or X-Service Provider to protocol information from the XUA Assertion in ATNA logs of the transactions.

1.6.4.3.5.1 Specifying ActiveParticipants in ATNA records

Whenever a transaction was secured by XUA, the corresponding ATNA record MUST include the fol-
lowing set of <ActiveParticipant> elements related to involved users:

e The first element MUST be built according to IHE XUA requirements described in ITI
TF-2b:3.40.4.2 (with or without subject role specification).

e The second element describes the main user (the subject of the XUA assertion) and MUST have
the following contents:

Attribute Sub-element Description Source of data in the XUA assertion

ID of the user: GLN for
a HCP, EPR-SPID for | Text contents of the element /Assertion/Sub-
the patient, or the ID of | ject/NameID

the representative.

@UserID

Text contents of the element /Assertion/At-

Real-world name of trlbutestasement/Attrlb—

@UserName the user ute [@Name="urn:oa-
sis:names:tc:xspa:1l.0:subject:sub-

ject-id"]/AttributeValue

RoleIDCode Role of the user

Contents of the attribute /Assertion/Attrib-
uteStatement/Attribute [@Name=""
urn:oasis:names:tc:xacml:2.0:sub-
ject:role"]/AttributeValue/Role/@code

@csd-code Role code

Contents of the attribute /Assertion/Attrib-
uteStatement/Attribute [@Name="

deSys- i
@codeSys Coding system OID of urn:oasis:names:tc:xacml:2.0:sub-
temName the role code . "
ject:role"]/At-
tributeValue/Role/@codeSystem
Contents of the attribute /Assertion/Attrib-
.. uteStatement/Attribute [@Name="
@original-

Description of the role | urn:ocasis:names:tc:xacml:2.0:sub-
ject:role"]/AttributeValue/Role/@dis—
playName

Text

Table 7: Required attributes of the second <ActiveParticipant> element of the ATNA record
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The third element is required, if some other person acted on behalf of the main user, and MUST have
the following contents:

Attribute Sub-ele- Description Source of data in the XUA assertion /
ment .
data derivation rule
QUserID ID of the assistant or Text contents of the element /Assertion/Sub-
technical user ject/SubjectConfirmation/NameID
Text contents of the element /Assertion/Sub-
. . 1 X ) B
Real-world name of the jgct/SgbjectCon lrmatlon/SubjectCon
. . firmationData/AttributeStatement/At-
@UserName assistant or technical . T
user tribute [@Name="urn:oa-
sis:names:tc:xspa:1l.0:subject:sub-
ject-id"]/AttributeValue
RoleIDCode Role of the assistant or technical user

e ASS, if the role of the main user is HCP
and //SubjectConfirma-
tion/Nameld/@NameQualifier is
"urn:gs1:gin”.

e TCU, if the role of the main user is HCP
and //SubjectConfirma-
tion/Nameld/@NameQualifier is "urn:e-
health-suisse:technical-user-id".

@csd-code | Role code

@codeSys- | Coding system OID of Fixed value
temName the role code 2.16.756.5.30.1.127.3.10.6

@origi-

nalText Description of the role According to the role code

Table 8: Attributes of the third <ActiveParticipant> element of the ATNA record

Examples for various combinations of human users:
HCP, identified by GLN:

<ActiveParticipant UserID="alias2&1601000000000@hcportal.demo.org&gt;"
UserName="alias2&lt; 7601000000000Q@hcportal.demo.org&gt;"/>
<ActiveParticipant UserID="7601000000000" UserName="Dr. Hans Muster">
<RoleIDCode csd-code="HCP" codeSystemName="2.16.756.5.30.1.127.3.10.6"
originalText="Healthcare Professional" />
</ActiveParticipant>

ASS representing HCP, both identified by GLN:

<ActiveParticipant UserID="alias2&lt;7601000000000@hcpportal.demo.org&gt;"
UserName="alias2&1t;7601000000000@hcpportal.demo.org&gt; ">
<RoleIDCode csd-code="HCP" codeSystemName="2.16.756.5.30.1.127.3.10.6"
originalText="Healthcare Professional" />
</ActiveParticipant>
<ActiveParticipant UserID="7601000000000" UserName="Dr. Hans Muster">
<RoleIDCode csd-code="HCP" codeSystemName="2.16.756.5.30.1.127.3.10.6"
originalText="Healthcare Professional" />
</ActiveParticipant>
<ActiveParticipant UserID="7601000000001" UserName="Hannelore Fleissig">
<RoleIDCode csd-code="ASS" codeSystemName="2.16.756.5.30.1.127.3.10.6"
originalText="Assistant" />
</ActiveParticipant>

27/56



Ergéanzung 1 zu Anhang 5 der EPDV-EDI: Nationale Anpassungen SR 816.111

PAT, identified by EPR-SPID:

<ActiveParticipant UserID="&lt;761337611234567897@patientpor-
tal.demo.org&gt;"

UserName="&1t;24524352435234@patientportal .demo.orgs&gt;"/>
<ActiveParticipant UserID="761337611234567897" UserName="Patricia Patien-
tin">

<RoleIDCode csd-code="PAT" codeSystemName="2.16.756.5.30.1.127.3.10.6"
originalText="Patient" />
</ActiveParticipant>

REP representing PAT, REP identified by uuid:

<ActiveParticipant UserID="&lt;761337611234567897@patientpor-
tal.demo.org&gt; "
UserName="&1t;761337611234567897@patientportal.demo.org&gt;"/>

<ActiveParticipant UserID="uuid:7edca82f-054d-47£2-a032-9b2a5b5186cl"
UserName="Peter Representative">

<RoleIDCode csd-code="REP" codeSystemName="2.16.756.5.30.1.127.3.10.6"

originalText="Representative" />

</ActiveParticipant>

PADM, identified by uuid:

<ActiveParticipant UserID="alias2&1t;7601000000000@demo.org&gt;"
UserName="alias2&lt; 7601000000000@demo.org&gt;"/>
<ActiveParticipant UserID="uuid:7edca82f-054d-47£f2-a032-9b2abb5186c1"
UserName="Alice P. Admin">
<RoleIDCode csd-code="PADM" codeSystemName="2.16.756.5.30.1.127.3.10.6"
originalText="Policy Administrator" />
</ActiveParticipant>

DADM, identified by uuid:

<ActiveParticipant UserID="alias2&lt;7601000000000@demo.org&gt;"
UserName="alias2&lt; 7601000000000@demo.org&gt;"/>

<ActiveParticipant UserID="uuid:7edca82f-054d-47£f2-a032-9b2a5pb5186c"
UserName="Bob D. Admin">

<RoleIDCode csd-code="DADM" codeSystemName="2.16.756.5.30.1.127.3.10.6"
originalText="Document Administrator" />
</ActiveParticipant>
Example for a technical user:

TCU identified by software ID, HCP identified by GLN:

<ActiveParticipant UserID="&lt;image-archive-demohospital@demo.org&gt;"
UserName="&lt; image-archive-demohospital@demo.org&gt; ">
<RoleIDCode csd-code="TCU" codeSystemName="2.16.756.5.30.1.127.3.10.6"
originalText="Technical User" />
</ActiveParticipant>
<ActiveParticipant UserID="7601000000000" UserName="Dr. Hans Muster">
<RoleIDCode csd-code="HCP" codeSystemName="2.16.756.5.30.1.127.3.10.6"
originalText="Healthcare Professional" />
</ActiveParticipant>
<ActiveParticipant UserID="image-archive-demohospital" UserName="Image Ar-
chive Demo Hospital">
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<RoleIDCode csd-code="TCU" codeSystemName="2.16.756.5.30.1.127.3.10.6"
originalText="Technical User" />
</ActiveParticipant>

1.7 Requirements on PIXv3 for Patient Identity Feed

This section corresponds to the transaction Patient Identity Feed HL7 V3 [ITI-44] of the IHE IT Infra-
structure Technical Framework. This transaction is used by the Patient Identity Source, Patient Identifier
Cross-reference Manager and Document Registry Actors. With the PIXv3 Patient Identity Feed a primary
system can register a local identifier within the MPI.

1.7.1 Message Semantics

1.7.1.1 Major Components of the Patient Registry Record Added/Revised Messages
Message Information Model
The Message Information Model for both the Patient Activate and Patient Revise messages, as it is

described in IHE ITI TF-2b, Table 3.44.4.1.2-1 is further restricted for use in an MPI within the EPR on
the following attributes:

PRPA_HD201301IHE Pa- | This HMD extract defines the message used to re- Swiss National Extension
tient Activate/Revise port that a new patient record was added, or a pa-

tient record was updated. Derived from Figure
3.44.4.1.2-1 (PRPA_RM201301IHE)

Patient The primary record for the focal person in a Patient Identity Source.
classCode [1..1] (M) . . . )

r ral attri ; this is a "patient” role. No further refinement.
Patient (CS) {CNE:PAT} Structural attribute; this is a "patient” role o further refinement
id [1..%] (M) Identifiers designated by this patient identity source '
Patient (SET<II>) for the focal person. No further refinement.
statusCode [1..1] A value specifying the state of this record in a patient

Patient (CS) {CNE:active, |registry (based on the RIM role class state-machine). | No further refinement.
fixed value= "active"} This record is active.

confidentialityCode [0..*]

Patient (SET<CE>)
{CWE:Confidentiality}

Value(s) that control the disclosure of information

about this living subject as a patient. No further refinement.

verylmportantPerson- A code specifying the patient's special status granted

Code [0..1] by the scoper organization, often resulting in pre- No further refinement
Patient (CE) {CWE:Pa- ferred treatment and special considerations. Exam- '
tientimportance} ples include board member, diplomat.

A subtype of LivingSubject representing a human being. At least Person.name or Pa-

Person tient.id must be non-null.

classCode [1..1] (M)
Person (CS) {CNE:PSN, | Structural attribute; this is a "person” entity. No further refinement.
fixed value= "PSN"}

determinerCode [1..1] (M)
Person (CS) {CNE:IN-
STANCE, fixed value=
"INSTANCE"}

Structural attribute; this is a specific person. No further refinement.
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name [1..*]
Person (BAG<PN>)

Name(s) for this person.

The birth name is passed with
the qualifier BR (HL7V3_Edi-
tion2012/infrastructure/
datatypes_r2/datatypes_r2.ht
mi#dt-DSET).

telecom [0..*]
Person (BAG<TEL>)

Telecommunication address(es) for communicating
with this person.

No further refinement.

administrativeGen-
derCode [0..1]

Person (CE) {CWE:Admi-
nistrativeGender}

A value representing the gender (sex) of this person.
Note: this attribute does not include terms related to
clinical gender which is a complex physiological, ge-
netic and sociological concept that requires multiple
observations in order to be comprehensively de-
scribed.

No further refinement.

birthTime [0..1]
Person (TS)

The date and time this person was born.

No further refinement.

deceasedind [0..1]
Person (BL)

An indication that this person is dead.

No further refinement.

deceasedTime [0..1]
Person (TS)

The date and time this person died.

No further refinement.

multipleBirthind [0..1]
Person (BL)

An indication that this person was part of a multiple
birth.

No further refinement.

multipleBirthOrderNumber
[0..1]

Person (INT)

The order in which this person was born if part of a
multiple birth.

No further refinement.

addr [0..%]
Person (BAG<AD>)

Address(es) for corresponding with this person.

No further refinement.

maritalStatusCode [0..1]
Person (CE)

{CWE:MaritalStatus}

A value representing the domestic partnership status
of this person.

No further refinement.

religiousAffiliationCode
[0..1] Person (CE)

{CWE:ReligiousAffiliation}

A value representing the primary religious preference
of this person.

MUST NOT be used.

raceCode [0..*]
Person (SET<CE>)
{CWE:Race}

A set of values representing the races of this person.

MUST NOT be used.

ethnicGroupCode [0..*]

Person (SET<CE>)
{CWE:Ethnicity}

A set of values representing the ethnic groups of this
person.

MUST NOT be used.

OtherIDs

Used to capture additional identifiers for the person
such as a Drivers’ license or Social Security Number.
Please see notes above in the Major Components
section on the use of OtherIDs.

If patient is already registered
in a community, the MPI-PID
MUST be provided here.

The EPR-SPID MAY be
added here.

classCode [1..1] (M)
Role (CS) {CNE:ROL}

Structural attribute. This can be any specialization of
"role" except for Citizen, or Employee.

No further refinement.

id [1..*] (M)
Role (SET<II>)

One or more identifiers issued to the focal person by
the associated scopingOrganization (e.g., a Driver’s
License number issued by a DMV).

No further refinement.
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PersonalRelationship

A personal relationship between the focal living subject and another living subject.

classCode [1..1] (M)

Role (CS) {CNE:PRS,
fixed value= "PRS"}

Structural attribute; this is a "personal relationship”
role.

No further refinement.

id [0..]
Role (SET<II>)

Identifier(s) for this personal relationship.

No further refinement.

code [1..1] (M) Role (CE)

{CWE:PersonalRela-
tionshipRoleType}

A required value specifying the type of personal rela-
tionship between the relationshipHolder and the
scoping living subject drawn from the PersonalRela-
tionshipRoleType domain, for example, spouse, par-
ent, unrelated friend.

MUST NOT be used.

statusCode [0..1]
Role (CE) {CWE:RoleSta-
tus}

A value specifying the state of this personal relation-
ship (based on the RIM Role class state- machine),
for example, following divorce a spouse relationship
would be "terminated”.

No further refinement.

effectiveTime [0..1]
Role (IVL<TS>)

An interval of time specifying the period during which
this personal relationship is in effect, if such time is
applicable and known.

No further refinement.

Citizen

Used to capture person information relating to citizenship.

classCode [1..1] (M)

Role (CS) {CNE:CIT, fixed
value="CIT"}

Structural attribute; this is a "citizen" role.

No further refinement.

id [0..%]
Role (SET<II>)

Identifier(s) for the focal person as a citizen of a na-
tion.

No further refinement.

effectiveTime [0..1]
Employee (IVL<TS>)

An interval of time specifying the period during which
this employment relationship is in effect, if such time
limit is applicable and known.

No further refinement.

Nation

A politically organized body of people bonded by territory and known as a nation.

classCode [1..1] (M)
Organization (CS)
{CNE:NAT, fixed value=
IINATII}

Structural attribute; this is a 'nation’ type of entity.

No further refinement.

determinerCode [1..1] (M)
Organization (CS)
{CNE:INSTANCE, fixed
value="INSTANCE"}

Structural attribute; this is a specific entity.

No further refinement.

code [1..1] (M)
Organization (CD)
{CWE:NationEntityType}

A value that identifies a nation state.

No further refinement.

name [0..1]
Organization (ON)

A non-unique textual identifier or moniker for this na-
tion.

No further refinement.

Employee

A relationship of the focal person with an organization to receive wages or salary.
The purpose of this class is to identify the type of relationship the employee has to
the employer rather than the nature of the work actually performed. For example, it
can be used to capture whether the person is a Military Veteran or not.

classCode [1..1] (M)
Employee (CS)
{CNE:EMP}

Structural attribute; this is an "employee" role.

No further refinement.
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statusCode [0..1]
Employee (CS)
{CNE:RoleStatus}

A value specifying the state of this employment rela-
tionship (based on the RIM Role class state-ma-
chine), for example, active, suspended, terminated.

No further refinement.

statusCode [0..1] Em-
ployee (CS)
{CNE:RoleStatus}

A value specifying the state of this employment rela-
tionship (based on the RIM Role class state-ma-
chine), for example, active, suspended, terminated.

No further refinement.

effectiveTime [0..1] Em-
ployee (IVL<TS>)

An interval of time specifying the period during which
this employment relationship is in effect, if such time
limit is applicable and known.

No further refinement.

occupationCode [0..1]
Employee (CE)
{CWE:EmployeeOccupa-
tionCode}

A code qualifying the classification of kind-of-work
based upon a recognized industry or jurisdictional
standard. OccupationCode is used to convey the per-
son's occupation as opposed to jobClassCode (not
used in this transaction) which characterizes this par-
ticular job. For example, it can be used to capture
whether the person is a Military Veteran or not.

No further refinement.

BirthPlace

The birthplace of the focal living subject.

classCode [1..1] (M)
Birthplace (CS)
{CNE:BIRTHPL}

Structural attribute; this is a "birthplace" role.

No further refinement.

id [0..%]
Birthplace (SET<II>)

A living subjecst's birth place represented by a
unique identifier.

No further refinement.

addr [0..%]
Patient (BAG<AD>)

A living subject's birth place represented as an ad-
dress. Note: Either BirthPlace.addr or an associated
Place.name must be valued.

No further refinement.

classCode [1..1] (M) Birth-
place (CS)
{CNE:BIRTHPL}

Structural attribute; this is a "birthplace" role

No further refinement.

LanguageCommunica-
tion

A language communication capability of the focal person

languageCode [1..1] (M)
LanguageCommunication

(CE) {CWE:HumanLan-
guage}

A value representing a language for which the focal
person has some level of proficiency for written or
spoken communication. Examples: Spanish, Italian,
German, English, American Sign.

No further refinement.

preferencelnd [0..1]

LanguageCommunication
(BL)

An indicator specifying whether or not this language
is preferred by the focal person for the associated
mode.

No further refinement.

1.8

Table 9: Patient Active and Revise Model Attributes

Requirements on PIXv3 for Patient Identifier Cross-reference Query

This section corresponds to transaction PIXv3 Query [ITI-45] of the IHE IT Infrastructure Technical
Framework. This transaction is used by the Patient Identifier Cross-reference Consumer and Patient
Identifier Cross-reference Manager Actors. With the PIXv3 Query a primary system can query with the
local identifier the MPI and get the corresponding MPI-PID and the EPR-SPID.
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1.8.1 Message Semantics

1.8.1.1 Major Components of the Patient Registry Query by ldentifier

DataSource Parameter

This parameter specifies the assigning authority/authorities of the Patient Identity Domain(s) whose
identifiers need to be returned. The DataSource Parameter MUST be specified to the assigning author-

ity/authorities of the MPI-PID in the affinity domain. No other assigning authority/authorities MUST be
used. See also ITI TF-2b, chapter 3.45.4.1.2.1

1.8.2 Return Corresponding ldentifiers

1.8.2.1 Major Components of the Get Corresponding Identifiers Query Response
The otherld MUST contain the EPR-SPID. See also ITI TF-2b, chapter 3.45.4.2.2.1
In this transaction, however, the Patient Identity Cross-Reference Manager has also the option to send

all identifiers in the id attributes of the Patient class. If the EPR-SPID is present in the Patient class, the
following requirement is imposed on the Patient.id attribute:

Patient.id containing the EPR-SPID SHALL be identical to the EPR-SPID in OtherlIDs.id.

1.9 Requirements on PDQv3 for Patient Demographics Query

This section corresponds to Patient Demographics Query HL7 V3 transaction [ITI-47] of the IHE Tech-
nical Framework. This transaction is used by the Patient Demographics Consumer and Patient De-
mographics Supplier Actors.

1.9.1 Message Semantics

1.9.1.1 Major Components of the Patient Registry Query by Demographics
The PatientTelecom Query Parameter MUST NOT be used.

1.9.2 Patient Demographics Query Response

1.9.2.1 Expected Actions

The Patient Demographics Supplier shall perform the matching of patient data based on the query pa-
rameter values it receives. The information provided by the Patient Demographics Supplier to Patient
Demographics Consumers is a list of possible matching patients from the patient information source
associated with the value that the Consumer sent in the Device class of the transmission wrapper of the
query message. See also IHE ITI TF-2b, chapter 3.47.4.2.3.

The Message Information Model for both the Patient Registry Find Candidates Response messages, as
it is described in IHE ITI TF-2b, Table 3.47.4.2.2-8: is further restricted for use in an MPI within the EPR
on the following attributes:

PRPA_HD201310IHE Patient Regis- This HMD extract defines the message Swiss National Extension
try Find Candidates Response used to return records from a patient

registry in response to a Find Candi-
dates Query. Derived from Figure
3.47.4.2.2-1 (PRPA_RM201310IHE)

The primary record for the focal person in a Patient Demographics Sup-

Patient .
plier.

classCode [1..1] (M) Structural attribute; this is a "patient”

Patient (CS) {CNE:PAT} role. No f