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1 Introduction

This document, Volume 1 of the IHE IT Infrastructure (ITI) Technical Framework, describes the
clinical use cases, actors, content module, and transaction requirements for the ITI profiles.

1.1 Introduction to IHE

Integrating the Healthcare Enterprise (IHE) is an international initiative to promote the use of
standards to achieve interoperability among health information technology (HIT) systems and
effective use of electronic health records (EHRs). IHE provides a forum for care providers, HIT
experts and other stakeholders in several clinical and operational domains to reach consensus on
standards-based solutions to critical interoperability issues.

The primary output of IHE is system implementation guides, called IHE profiles. IHE publishes
each profile through a well-defined process of public review and Trial Implementation and
gathers profiles that have reached Final Text status into an IHE Technical Framework, of which
this volume is a part.

1.2 Introduction to IHE IT Infrastructure (ITl) Technical Framework

This document, the IHE IT Infrastructure Technical Framework (ITI TF), defines specific
implementations of established standards to achieve integration goals that promote appropriate
sharing of medical information to support optimal patient care. It is expanded annually, after a
period of public review, and maintained regularly through the identification and correction of
errata. The latest version of the document is always available at

http://ihe.net/Technical Frameworks/.

The IHE IT Infrastructure Technical Framework identifies a subset of the functional components
of the healthcare enterprise, called IHE actors, and specifies their interactions in terms of a set of
coordinated, standards-based transactions. It describes this body of transactions in progressively
greater depth. The present volume (ITI TF-1) provides a high-level view of IHE functionality,
showing the transactions organized into functional units called integration profiles that highlight
their capacity to address specific IT Infrastructure requirements.

1.3 Intended Audience

The intended audience of IHE Technical Frameworks Volume 1 (Profiles) is:
e Those interested in integrating healthcare information systems and workflows
e IT departments of healthcare institutions

e Technical staff of vendors participating in the IHE initiative
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1.4 Prerequisites and Reference Material

For more general information regarding IHE, refer to www.ihe.net. It is strongly recommended
that, prior to reading this volume, readers familiarize themselves with the concepts defined in the
IHE Technical Frameworks General Introduction.

Additional reference material available includes:

1.4.1 Actor Descriptions

Actors are information systems or components of information systems that produce, manage, or
act on information associated with operational activities in the enterprise.

A list of actors defined for all domains and their brief descriptions can be found as Appendix A
to the IHE Technical Frameworks General Introduction.
1.4.2 Transaction Descriptions

Transactions are interactions between actors that transfer the required information through
standards-based messages.

A list of transactions defined for all domains, their transactions numbers, and a brief description
can be found as Appendix B to the I[HE Technical Frameworks General Introduction.

1.4.3 Content Modules
Content modules are data and data definitions shared between actors.

In the future, a list of content modules defined for all domains, their reference numbers, and a
brief description can be found as Appendix G to the IHE Technical Frameworks General
Introduction.

1.4.4 IHE Integration Statements

IHE Integration Statements provide a consistent way to document high level IHE implementation
status in products between vendors and users.

The instructions and template for IHE Integration Statements can be found as Appendix F to the
IHE Technical Frameworks General Introduction.

IHE also provides the IHE Product Registry (http://www.ihe.net/IHE Product Registry) as a
resource for vendors and purchasers of HIT systems to communicate about the IHE compliance
of such systems. Vendors can use the Product Registry to generate and register Integration
Statements.

1.5 Overview of Technical Framework Volume 1
Volume 1 is comprised of several distinct sections:
e Section 1 provides background and reference material.

e Section 2 presents the conventions used in this volume to define the profiles.
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e Sections 3 and beyond define ITI profiles, actors, and requirements in detail.

The appendices in Volume 1 provide clarification of uses cases or other details. A glossary of
terms and acronyms used in the IHE Technical Framework is provided in Appendix D to the /HE
Technical Frameworks General Introduction.

1.6 Comment Process

IHE International welcomes comments on this document and the IHE initiative. Comments on
the IHE initiative can be submitted by sending an email to the co-chairs and secretary of the IT
Infrastructure domain committees at iti@ihe.net. Comments on this document can be submitted
at http://ihe.net/ITI Public Comments.

1.7 Copyright Licenses

IHE International hereby grants to each Member Organization, and to any other user of these
documents, an irrevocable, worldwide, perpetual, royalty-free, nontransferable, nonexclusive,
non-sublicensable license under its copyrights in any IHE profiles and Technical Framework
documents, as well as any additional copyrighted materials that will be owned by IHE
International and will be made available for use by Member Organizations, to reproduce and
distribute (in any and all print, electronic or other means of reproduction, storage or
transmission) such IHE Technical Documents.

The licenses covered by this Copyright License are only to those copyrights owned or controlled

by IHE International itself. If parts of the Technical Framework are included in products that also
include materials owned or controlled by other parties, licenses to use those products are beyond

the scope of this IHE document and would have to be obtained from that other party.

1.7.1 Copyright of Base Standards

IHE technical documents refer to and make use of a number of standards developed and
published by several standards development organizations. All rights for their respective base
standards are reserved by these organizations. This agreement does not supersede any copyright
provisions applicable to such base standards.

Health Level Seven, Inc. has granted permission to IHE to reproduce tables from the HL7
standard. The HL7®"! tables in this document are copyrighted by Health Level Seven, Inc. All
rights reserved. Material drawn from these documents is credited where used.

1.8 Trademark

IHE® and the IHE logo are trademarks of the Healthcare Information Management Systems
Society in the United States and trademarks of IHE Europe in the European Community. They

"'HL7 is the registered trademark of Health Level Seven International.
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may only be used with the written consent of the IHE International Board Operations
Committee, which may be given to a Member Organization in broad terms for any use that is
consistent with the IHE mission and operating principles.

1.9 Disclaimer Regarding Patent Rights

Attention is called to the possibility that implementation of the specifications in this document
may require use of subject matter covered by patent rights. By publication of this document, no
position is taken with respect to the existence or validity of any patent rights in connection
therewith. IHE International is not responsible for identifying Necessary Patent Claims for which
a license may be required, for conducting inquiries into the legal validity or scope of Patents
Claims or determining whether any licensing terms or conditions provided in connection with
submission of a Letter of Assurance, if any, or in any licensing agreements are reasonable or
non-discriminatory. Users of the specifications in this document are expressly advised that
determination of the validity of any patent rights, and the risk of infringement of such rights, is
entirely their own responsibility. Further information about the IHE International patent
disclosure process including links to forms for making disclosures is available at
http://www.ihe.net/Patent Disclosure Process. Please address questions about the patent
disclosure process to the secretary of the IHE International Board: secretary@ihe.net.

1.10History of Document Changes

This section provides a brief summary of changes and additions to this document.

Date Document Change Summary
Revision
2015-2018 Various Refer to the IT] Technical Framework — Log of Integrated Change Proposals (CPs) for

details on updates to the ITI Technical Framework Volumes and Trial Implementation
Supplements.

July 2018 ITI TF Rev. 15.0 Integrate the “Delayed Document Assembly” Trial Implementation Supplement

1.11 Security Implications

IHE transactions often contain information that must be protected in conformance with privacy
laws and regulations, such as HIPAA or similar requirements in other regions. IHE includes a
few security and privacy-focused profiles listed below. Other IHE Profiles generally do not have
specific privacy protections, but rather expect a proper grouping with one or more of the security
profiles:

e The Audit Trail and Node Authentication (ATNA) Profile specifies a means to ensure
that nodes in a network are authenticated.

e The ATNA Profile specifies an audit message for reporting security- and privacy-relevant
events.
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e The Enterprise User Authentication (EUA) Profile specifies a means to authenticate
system users and to share knowledge of the authenticated users among applications.

585 e The Personnel White Pages (PWP) Profile provides a repository that may be used to hold
system users' identification data.

Implementers may follow these IHE profiles to fulfill some of their security needs. It is
understood that institutions must implement policy and workflow steps to satisfy enterprise
needs and to comply with regulatory requirements.
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2 IT Infrastructure Integration Profiles

IHE IT Infrastructure Integration Profiles (Figure 2-1), offer a common language that healthcare
professionals and vendors can use to discuss integration needs of healthcare enterprises and the
integration capabilities of information systems in precise terms. Integration Profiles specify
implementations of standards that are designed to meet identified clinical needs. They enable
users and vendors to state which IHE capabilities they require or provide, by reference to the
detailed specifications of the IHE IT Infrastructure Technical Framework.

Integration profiles are defined in terms of IHE actors and transactions. Actors (see ITI TF-1:
Appendix A) are information systems or components of information systems that produce,
manage, or act on information associated with clinical and operational activities in the enterprise.
Transactions (see ITI TF-1: Appendix B) are interactions between actors that communicate the
required information through standards-based messages.

Vendor products support an Integration Profile by implementing the appropriate actor(s) and
transactions. A given product may implement more than one actor and more than one integration
profile.

Patient Synchronized

- - Applications
Audit Trail & Node Synchronize multiple

Authentication applications on a desktop to the
same patient

Centralized privacy audit trail
and node to node authentication
to create a secured domain.

Figure 2-1: IHE IT Infrastructure Integration Profiles

2.1 Dependencies among Integration Profiles

Dependencies among IHE Integration Profiles exist when implementation of one integration
profile is a prerequisite for achieving the functionality defined in another integration profile.
Figure 2-1 provides a graphical view of the dependencies among IHE IT Infrastructure
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Integration Profiles. The arrows in the figure point from a given integration profile to the
integration profile(s) upon which it depends. Table 2-1 defines these dependencies in tabular

form.

Some dependencies require that an actor supporting one profile be grouped with one or more
actors supporting other integration profiles. For example, Enterprise User Authentication (EUA)
requires that different participating actors be grouped with the Time Client that participates in the
Consistent Time (CT) Integration Profile. The dependency exists because EUA actors must refer

to consistent time in order to function properly.

Table 2-1: Integration Profiles Dependencies

Integration Profile

Depends on

Dependency Type

Purpose

Retrieve Information for Display
Integration (RID)

None

None

Enterprise User Authentication
(EUA)

Consistent Time

Each actor implementing
EUA shall be grouped with
the Time Client.

Required to manage
expirations of
authentication tickets

Patient Identifier Cross-referencing
(PIX)

Consistent Time

Each actor implementing PIX
shall be grouped with the
Time Client.

Required to manage and
resolve conflicts in
multiple updates.

Patient Synchronized Applications None None -

(PSA)

Consistent Time (CT) None None -

Patient Demographics Query None None -

(PDQ)

Personnel White Pages (PWP) None None -

Audit Trail and Node Consistent Time An ATNA Secure Node shall Required for consistent

Authentication (ATNA) be grouped with the Time time in audit logs.
Client.

Cross-Enterprise Document Audit Trail and Node Each XDS Actor shall be Required to manage audit

Sharing (XDS) Authentication grouped with the ATNA trail of exported PHI,
Secure Node or Secure node authentication and
Application. transport encryption.

Cross-Enterprise Document Consistent Time Each XDS Actor shall be To ensure consistency

Sharing (XDS) grouped with the Time among document and
Client. submission set dates.

Cross-Enterprise User Assertion None None

(XUA)

Patient Administration None None -

Management (PAM)

Cross-Enterprise Document Media Audit Trail and Node Each XDM Actor shall be Requires audit trails.

Interchange (XDM) Authentication grouped with Secure Node or
Secure Application.

Cross-Enterprise Document Media Any IHE Content The Portable Media Importer Enables some form of

Interchange (XDM)

Profile

shall be grouped with a
Content Consumer of one or
more IHE Content Profile

processing of imported
medical data.
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Integration Profile Depends on Dependency Type Purpose
Basic Patient Privacy Consent XDS, XDM or XDR The BPPC Content Creator The content of a Basic
(BPPC) shall be grouped with an Patient Privacy Consent

XDS or XDR Document
Source, or an XDM Portable
Media Creator.

The BPPC Content
Consumer shall be grouped
with an XDS Document
Consumer, or an XDR
Document Recipient, or an
XDM Portable Media
Importer.

Acknowledgement
document is intended for
use in XDS, XDR and
XDM.

Basic Patient Privacy Consent
(BPPC)

Cross Enterprise
Sharing of Scanned
Documents

The BPPC Content
Consumer shall be grouped
with the XDS-SD Content
Consumer.

Enables capturing of wet
signatures on patients'
consent documents.

Cross Enterprise Sharing of
Scanned Documents (XDS-SD)

XDS, XDM or XDR

The XDS-SD Content
Creator shall be grouped with
an XDS or XDR Document
Source, or an XDM Portable
Media Creator.

The XDS-SD Content
Consumer shall be grouped
with an XDS Document
Consumer, or an XDR
Document Recipient, or an

The content of this
profile is intended for use
in XDS, XDR and XDM.

XDM Portable Media
Importer.
Cross-Enterprise Document ATNA Each XDR Actor shall be Requires secure
Reliable Interchange (XDR) grouped with Secure Node or communication and audit
Secure Application. trails.
Multi-Patient Queries (MPQ) Audit Trail and Node Each Document Registry Required to manage audit
Authentication Actor and each Document trail of exported PHI,

Consumer shall be grouped
with a Secure Node or a
Secure Application.

node authentication and
transport encryption

Multi-Patient Queries (MPQ)

Consistent Time

Each Document Registry
Actor and each Document
Consumer shall be grouped
with the Time Client.

To ensure consistency
among document and
submission set dates

Patient Identifier Cross-

Consistent Time

Each actor implementing

Required to manage and

Referencing HL7 V3 PIXv3 shall be grouped with resolve conflicts in

(PIX v3) the Time Client. multiple updates

Patient Demographics Query HL7 None None

V3 (PDQv3)

Cross-Community Access (XCA) Audit Trail and Node Each XCA Actor shall be Required to manage audit
Authentication grouped with Secure Node or trail of exported PHI,

Secure Application.

node authentication and
transport encryption.

Cross-Community Access (XCA)

Consistent Time

Each XC