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1 Introduction

This document, Volume 1 of the IHE IT Infrastructure (ITI) Technical Framework, describes the
clinical use cases, actors, content module, and transaction requirements for the ITI profiles.

1.1 Introduction to IHE

Integrating the Healthcare Enterprise (IHE) is an international initiative to promote the use of
standards to achieve interoperability among health information technology (HIT) systems and
effective use of electronic health records (EHRs). IHE provides a forum for care providers, HIT
experts and other stakeholders in several clinical and operational domains to reach consensus on
standards-based solutions to critical interoperability issues.

The primary output of IHE is system implementation guides, called IHE profiles. IHE publishes
each profile through a well-defined process of public review and Trial Implementation and
gathers profiles that have reached Final Text status into an IHE Technical Framework, of which
this volume is a part.

1.2 Introduction to IHE IT Infrastructure (ITl) Technical Framework

This document, the IHE IT Infrastructure Technical Framework (ITI TF), defines specific
implementations of established standards to achieve integration goals that promote appropriate
sharing of medical information to support optimal patient care. It is expanded annually, after a
period of public review, and maintained regularly through the identification and correction of
errata. The latest version of the document is always available at

http://ihe.net/Technical Frameworks/.

The IHE IT Infrastructure Technical Framework identifies a subset of the functional components
of the healthcare enterprise, called IHE actors, and specifies their interactions in terms of a set of
coordinated, standards-based transactions. It describes this body of transactions in progressively
greater depth. The present volume (ITI TF-1) provides a high-level view of IHE functionality,
showing the transactions organized into functional units called integration profiles that highlight
their capacity to address specific IT Infrastructure requirements.

1.3 Intended Audience

The intended audience of IHE Technical Frameworks Volume 1 (Profiles) is:
e Those interested in integrating healthcare information systems and workflows
e IT departments of healthcare institutions

e Technical staff of vendors participating in the IHE initiative
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1.4 Prerequisites and Reference Material

For more general information regarding IHE, refer to www.ihe.net. It is strongly recommended
that, prior to reading this volume, readers familiarize themselves with the concepts defined in the
IHE Technical Frameworks General Introduction.

Additional reference material available includes:

1.4.1 Actor Descriptions

Actors are information systems or components of information systems that produce, manage, or
act on information associated with operational activities in the enterprise.

A list of actors defined for all domains and their brief descriptions can be found as Appendix A
to the IHE Technical Frameworks General Introduction.
1.4.2 Transaction Descriptions

Transactions are interactions between actors that transfer the required information through
standards-based messages.

A list of transactions defined for all domains, their transactions numbers, and a brief description
can be found as Appendix B to the I[HE Technical Frameworks General Introduction.

1.4.3 Content Modules
Content modules are data and data definitions shared between actors.

In the future, a list of content modules defined for all domains, their reference numbers, and a
brief description can be found as Appendix G to the IHE Technical Frameworks General
Introduction.

1.4.4 IHE Integration Statements

IHE Integration Statements provide a consistent way to document high level IHE implementation
status in products between vendors and users.

The instructions and template for IHE Integration Statements can be found as Appendix F to the
IHE Technical Frameworks General Introduction.

IHE also provides the IHE Product Registry (http://www.ihe.net/IHE Product Registry) as a
resource for vendors and purchasers of HIT systems to communicate about the IHE compliance
of such systems. Vendors can use the Product Registry to generate and register Integration
Statements.

1.5 Overview of Technical Framework Volume 1
Volume 1 is comprised of several distinct sections:
e Section 1 provides background and reference material.

e Section 2 presents the conventions used in this volume to define the profiles.
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e Sections 3 and beyond define ITI profiles, actors, and requirements in detail.

The appendices in Volume 1 provide clarification of uses cases or other details. A glossary of
terms and acronyms used in the IHE Technical Framework is provided in Appendix D to the /HE
Technical Frameworks General Introduction.

1.6 Comment Process

IHE International welcomes comments on this document and the IHE initiative. Comments on
the IHE initiative can be submitted by sending an email to the co-chairs and secretary of the IT
Infrastructure domain committees at iti@ihe.net. Comments on this document can be submitted
at http://ihe.net/ITI Public Comments.

1.7 Copyright Licenses

IHE International hereby grants to each Member Organization, and to any other user of these
documents, an irrevocable, worldwide, perpetual, royalty-free, nontransferable, nonexclusive,
non-sublicensable license under its copyrights in any IHE profiles and Technical Framework
documents, as well as any additional copyrighted materials that will be owned by IHE
International and will be made available for use by Member Organizations, to reproduce and
distribute (in any and all print, electronic or other means of reproduction, storage or
transmission) such IHE Technical Documents.

The licenses covered by this Copyright License are only to those copyrights owned or controlled

by IHE International itself. If parts of the Technical Framework are included in products that also
include materials owned or controlled by other parties, licenses to use those products are beyond

the scope of this IHE document and would have to be obtained from that other party.

1.7.1 Copyright of Base Standards

IHE technical documents refer to and make use of a number of standards developed and
published by several standards development organizations. All rights for their respective base
standards are reserved by these organizations. This agreement does not supersede any copyright
provisions applicable to such base standards.

Health Level Seven, Inc. has granted permission to IHE to reproduce tables from the HL7
standard. The HL7®"! tables in this document are copyrighted by Health Level Seven, Inc. All
rights reserved. Material drawn from these documents is credited where used.

1.8 Trademark

IHE® and the IHE logo are trademarks of the Healthcare Information Management Systems
Society in the United States and trademarks of IHE Europe in the European Community. They

"'HL7 is the registered trademark of Health Level Seven International.
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may only be used with the written consent of the IHE International Board Operations
Committee, which may be given to a Member Organization in broad terms for any use that is
consistent with the IHE mission and operating principles.

1.9 Disclaimer Regarding Patent Rights

Attention is called to the possibility that implementation of the specifications in this document
may require use of subject matter covered by patent rights. By publication of this document, no
position is taken with respect to the existence or validity of any patent rights in connection
therewith. IHE International is not responsible for identifying Necessary Patent Claims for which
a license may be required, for conducting inquiries into the legal validity or scope of Patents
Claims or determining whether any licensing terms or conditions provided in connection with
submission of a Letter of Assurance, if any, or in any licensing agreements are reasonable or
non-discriminatory. Users of the specifications in this document are expressly advised that
determination of the validity of any patent rights, and the risk of infringement of such rights, is
entirely their own responsibility. Further information about the IHE International patent
disclosure process including links to forms for making disclosures is available at
http://www.ihe.net/Patent Disclosure Process. Please address questions about the patent
disclosure process to the secretary of the IHE International Board: secretary@ihe.net.

1.10History of Document Changes

This section provides a brief summary of changes and additions to this document.

Date Document Change Summary
Revision
2015-2018 Various Refer to the IT] Technical Framework — Log of Integrated Change Proposals (CPs) for

details on updates to the ITI Technical Framework Volumes and Trial Implementation
Supplements.

July 2018 ITI TF Rev. 15.0 Integrate the “Delayed Document Assembly” Trial Implementation Supplement

1.11 Security Implications

IHE transactions often contain information that must be protected in conformance with privacy
laws and regulations, such as HIPAA or similar requirements in other regions. IHE includes a
few security and privacy-focused profiles listed below. Other IHE Profiles generally do not have
specific privacy protections, but rather expect a proper grouping with one or more of the security
profiles:

e The Audit Trail and Node Authentication (ATNA) Profile specifies a means to ensure
that nodes in a network are authenticated.

e The ATNA Profile specifies an audit message for reporting security- and privacy-relevant
events.
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e The Enterprise User Authentication (EUA) Profile specifies a means to authenticate
system users and to share knowledge of the authenticated users among applications.

585 e The Personnel White Pages (PWP) Profile provides a repository that may be used to hold
system users' identification data.

Implementers may follow these IHE profiles to fulfill some of their security needs. It is
understood that institutions must implement policy and workflow steps to satisfy enterprise
needs and to comply with regulatory requirements.
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2 IT Infrastructure Integration Profiles

IHE IT Infrastructure Integration Profiles (Figure 2-1), offer a common language that healthcare
professionals and vendors can use to discuss integration needs of healthcare enterprises and the
integration capabilities of information systems in precise terms. Integration Profiles specify
implementations of standards that are designed to meet identified clinical needs. They enable
users and vendors to state which IHE capabilities they require or provide, by reference to the
detailed specifications of the IHE IT Infrastructure Technical Framework.

Integration profiles are defined in terms of IHE actors and transactions. Actors (see ITI TF-1:
Appendix A) are information systems or components of information systems that produce,
manage, or act on information associated with clinical and operational activities in the enterprise.
Transactions (see ITI TF-1: Appendix B) are interactions between actors that communicate the
required information through standards-based messages.

Vendor products support an Integration Profile by implementing the appropriate actor(s) and
transactions. A given product may implement more than one actor and more than one integration
profile.

Patient Synchronized

- - Applications
Audit Trail & Node Synchronize multiple

Authentication applications on a desktop to the
same patient

Centralized privacy audit trail
and node to node authentication
to create a secured domain.

Figure 2-1: IHE IT Infrastructure Integration Profiles

2.1 Dependencies among Integration Profiles

Dependencies among IHE Integration Profiles exist when implementation of one integration
profile is a prerequisite for achieving the functionality defined in another integration profile.
Figure 2-1 provides a graphical view of the dependencies among IHE IT Infrastructure
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Integration Profiles. The arrows in the figure point from a given integration profile to the
integration profile(s) upon which it depends. Table 2-1 defines these dependencies in tabular

form.

Some dependencies require that an actor supporting one profile be grouped with one or more
actors supporting other integration profiles. For example, Enterprise User Authentication (EUA)
requires that different participating actors be grouped with the Time Client that participates in the
Consistent Time (CT) Integration Profile. The dependency exists because EUA actors must refer

to consistent time in order to function properly.

Table 2-1: Integration Profiles Dependencies

Integration Profile

Depends on

Dependency Type

Purpose

Retrieve Information for Display
Integration (RID)

None

None

Enterprise User Authentication
(EUA)

Consistent Time

Each actor implementing
EUA shall be grouped with
the Time Client.

Required to manage
expirations of
authentication tickets

Patient Identifier Cross-referencing
(PIX)

Consistent Time

Each actor implementing PIX
shall be grouped with the
Time Client.

Required to manage and
resolve conflicts in
multiple updates.

Patient Synchronized Applications None None -

(PSA)

Consistent Time (CT) None None -

Patient Demographics Query None None -

(PDQ)

Personnel White Pages (PWP) None None -

Audit Trail and Node Consistent Time An ATNA Secure Node shall Required for consistent

Authentication (ATNA) be grouped with the Time time in audit logs.
Client.

Cross-Enterprise Document Audit Trail and Node Each XDS Actor shall be Required to manage audit

Sharing (XDS) Authentication grouped with the ATNA trail of exported PHI,
Secure Node or Secure node authentication and
Application. transport encryption.

Cross-Enterprise Document Consistent Time Each XDS Actor shall be To ensure consistency

Sharing (XDS) grouped with the Time among document and
Client. submission set dates.

Cross-Enterprise User Assertion None None

(XUA)

Patient Administration None None -

Management (PAM)

Cross-Enterprise Document Media Audit Trail and Node Each XDM Actor shall be Requires audit trails.

Interchange (XDM) Authentication grouped with Secure Node or
Secure Application.

Cross-Enterprise Document Media Any IHE Content The Portable Media Importer Enables some form of

Interchange (XDM)

Profile

shall be grouped with a
Content Consumer of one or
more IHE Content Profile

processing of imported
medical data.
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Integration Profile Depends on Dependency Type Purpose
Basic Patient Privacy Consent XDS, XDM or XDR The BPPC Content Creator The content of a Basic
(BPPC) shall be grouped with an Patient Privacy Consent

XDS or XDR Document
Source, or an XDM Portable
Media Creator.

The BPPC Content
Consumer shall be grouped
with an XDS Document
Consumer, or an XDR
Document Recipient, or an
XDM Portable Media
Importer.

Acknowledgement
document is intended for
use in XDS, XDR and
XDM.

Basic Patient Privacy Consent
(BPPC)

Cross Enterprise
Sharing of Scanned
Documents

The BPPC Content
Consumer shall be grouped
with the XDS-SD Content
Consumer.

Enables capturing of wet
signatures on patients'
consent documents.

Cross Enterprise Sharing of
Scanned Documents (XDS-SD)

XDS, XDM or XDR

The XDS-SD Content
Creator shall be grouped with
an XDS or XDR Document
Source, or an XDM Portable
Media Creator.

The XDS-SD Content
Consumer shall be grouped
with an XDS Document
Consumer, or an XDR
Document Recipient, or an

The content of this
profile is intended for use
in XDS, XDR and XDM.

XDM Portable Media
Importer.
Cross-Enterprise Document ATNA Each XDR Actor shall be Requires secure
Reliable Interchange (XDR) grouped with Secure Node or communication and audit
Secure Application. trails.
Multi-Patient Queries (MPQ) Audit Trail and Node Each Document Registry Required to manage audit
Authentication Actor and each Document trail of exported PHI,

Consumer shall be grouped
with a Secure Node or a
Secure Application.

node authentication and
transport encryption

Multi-Patient Queries (MPQ)

Consistent Time

Each Document Registry
Actor and each Document
Consumer shall be grouped
with the Time Client.

To ensure consistency
among document and
submission set dates

Patient Identifier Cross-

Consistent Time

Each actor implementing

Required to manage and

Referencing HL7 V3 PIXv3 shall be grouped with resolve conflicts in

(PIX v3) the Time Client. multiple updates

Patient Demographics Query HL7 None None

V3 (PDQv3)

Cross-Community Access (XCA) Audit Trail and Node Each XCA Actor shall be Required to manage audit
Authentication grouped with Secure Node or trail of exported PHI,

Secure Application.

node authentication and
transport encryption.

Cross-Community Access (XCA)

Consistent Time

Each XCA Actor shall be
grouped with the Time
Client.

To ensure consistency
among document and
submission set dates.
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Integration Profile Depends on Dependency Type Purpose
Retrieve Form for Data Capture None None -
(RFD)
Sharing Value Sets (SVS) Audit Trail and Node The Value Set Repository Required to manage audit
Authentication shall be grouped with a trail of Value Sets
Secure Node/Secure sharing and node
Application. authentication.
Cross-Community Patient Audit Trail and Node Each XCPD Actor shall be Required to manage audit
Discovery (XCPD) Authentication grouped with Secure Node or trail of exported PHI,
Secure Application. node authentication and
transport security.
Document Metadata Subscription Consistent Time Each DSUB actor shall be Required due to ATNA
(DSUB) grouped with the Time grouping.
Client.

To support a dependent profile, an actor must implement all required transactions in the
prerequisite profiles in addition to those in the dependent profile. In some cases, the prerequisite
is that the actor selects any one of a given set of profiles.

2.2 Integration Profiles Overview
In this document, each IHE Integration Profile is defined by:
e The IHE actors involved
e The specific set of IHE transactions exchanged by each IHE actor

These requirements are presented in the form of a table of transactions required for each actor
supporting the Integration Profile. Actors supporting multiple Integration Profiles are required to
support all the required transactions of each Integration Profile supported. When an Integration
Profile depends upon another Integration Profile, the transactions required for the dependent
Integration Profile have not been included in the table.

Note that IHE Integration Profiles are not statements of conformance to standards, and IHE is not
a certifying body. Users should continue to request that vendors provide statements of their
conformance to standards issued by relevant standards bodies, such as HL7 and DICOM.
Standards conformance is a prerequisite for vendors adopting IHE Integration Profiles.

Also note that there are critical requirements for any successful integration project that IHE
cannot address. Successfully integrating systems still requires a project plan that minimizes
disruptions and describes fail-safe strategies, specific and mutually understood performance
expectations, well-defined user interface requirements, clearly identified systems limitations,
detailed cost objectives, plans for maintenance and support, etc.
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2.2.1 This section is reserved.
2.2.2 This section is reserved.

2.2.3 Retrieve Information for Display (RID)

Retrieve Information for Display enables simple and rapid access to patient information for
better care. It supports access to existing persistent documents in well-known presentation
formats such as CDA®?, PDF, JPEG, etc. It also supports access to specific key patient-centric
information such as allergies, current medications, summary of reports, etc. for presentation to a
clinician. It complements workflows from within the users’ on-screen workspace or application.
By linking it with two other IHE profiles - Enterprise User Authentication and Patient Identifier
Cross-referencing, this profile’s reach can extend across organization boundaries within an
enterprise. This IHE Integration Profile leverages HTTP, Web Services, IT presentation formats
and HL7 CDA Level 1.

2.2.4 Enterprise User Authentication (EUA)

Enterprise User Authentication defines a means to establish one name per user that can then be
used on all of the devices and software that participate in this integration profile. It greatly
facilitates centralized user authentication management and provides users with the convenience
and speed of a single sign-on. This profile leverages Kerberos (RFC1510) and the HL7 CCOW
standard (user subject). User authentication is a necessary step for most application and data
access operations and streamlines workflow for users. Future profiles will deal with other
security issues, such as authorization management.

2.2.5 Patient Identifier Cross-referencing (PIX)

The PIX Profile supports the cross-referencing of patient identifiers from multiple Patient
Identifier Domains. These cross-referenced patient identifiers can then be used by “identity
consumer” systems to correlate information about a single patient from sources that “know” the
patient by different identifiers. This allows a clinician to have more complete view of the patient
information.

2.2.6 Patient Synchronized Applications (PSA)

Patient Synchronized Applications supports viewing data for a single patient among otherwise
independent and unlinked applications on a user's workstation. Its implementation reduces the
repetitive tasks of selecting the same patient in multiple applications. It also improves patient
safety by reducing the chance of medical errors caused by viewing the wrong patient's data. Its
ability to work with the Patient Identifier Cross-referencing provides a seamless environment for

2 CDA is the registered trademark of Health Level Seven International.
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clinicians and IT staff. This profile leverages the HL7 CCOW standard specifically for patient
subject context management.

2.2.7 Consistent Time (CT)

Consistent Time defines mechanisms to synchronize the time base between multiple actors and
computers. Various infrastructure, security, and acquisition profiles require use of a consistent
time base on multiple computers. The Consistent Time Profile provides median synchronization
error of less than 1 second. Configuration options can provide better synchronization. The
Consistent Time Profile specifies the use of the Network Time Protocol (NTP) defined in
RFC1305.

2.2.8 Patient Demographics Query (PDQ)

Patient Demographics Query provides ways for multiple distributed applications to query a
patient information server for a list of patients, based on user-defined search criteria, and retrieve
a patient’s demographic (and, optionally, visit or visit-related) information directly into the
application.

2.2.9 Audit Trail and Node Authentication (ATNA)
Audit Trail and Node Authentication establishes the characteristics of a Basic Secure Node:

1. Tt describes the security environment (user identification, authentication, authorization,
access control, etc.) assumed for the node so that security reviewers may decide whether
this matches their environments.

2. It defines basic auditing requirements for the node

3. It defines basic security requirements for the communications of the node using TLS or
equivalent functionality.

4. Tt establishes the characteristics of the communication of audit messages between the
Basic Secure Nodes and Audit Repository nodes that collect audit information.

5. It defines a Secure Application Actor for describing product configurations that are not
able to meet all of the requirements of a Secure Node.
Note: ATNA security considerations require the use of Secure Nodes. The Secure Application is defined to permit
product configurations to indicate that the product is ready for easy integration into a Secure Node environment

because it performs all of the security related functions that are directly related to the application function. See
ITI TF-1: 9.1.1 for more details.

This profile has been designed so that specific domain frameworks may extend it through an
option defined in the domain specific technical framework. Extensions are used to define
additional audit event reporting requirements, especially actor specific requirements. The

Radiology Audit Trail Option in the IHE Radiology Technical Framework is an example of such
an extension.

Rev. 15.0 Final Text — 2018-07-24 22 Copyright © 2018: THE International, Inc.



710

715

720

725

730

735

740

745

IHE IT Infrastructure Technical Framework, Volume 1 (ITI TF-1): Integration Profiles

2.2.10 Cross-Enterprise Document Sharing (XDS)

Cross-Enterprise Document Sharing enables a number of healthcare delivery organizations
belonging to an XDS Affinity Domain (e.g., a community of care) to cooperate in the care of a
patient by sharing clinical records in the form of documents as they proceed with their patients’
care delivery activities. Federated document repositories and a document registry create a
longitudinal record of information about a patient within a given XDS Affinity Domain. This
profile is based upon ebXML Registry standards and SOAP. It describes the configuration of an
ebXML Registry in sufficient detail to support Cross Enterprise Document Sharing.

2.2.11 Personnel White Pages (PWP)

Personnel White Pages Profile provides access to basic human workforce user directory
information. This information has broad use among many clinical and non-clinical applications
across the healthcare enterprise. The information can be used to enhance the clinical workflow
(contact information), enhance the user interface (user friendly names and titles), and ensure
identity (digital certificates). This Personnel White Pages directory will be related to the User
Identity provided by the Enterprise User Authentication (EUA) Integration Profile previously
defined by IHE.

2.2.12 Intentionally Left Blank

2.2.13 Cross Enterprise User Assertion (XUA)

Cross-Enterprise User Assertion provides a means to communicate claims about the identity of
an authenticated principal (user, application, system...) in transactions that cross-enterprise
boundaries. To provide accountability in these cross enterprise transactions there is a need to
identify the requesting principal in a way that enables the receiver to make access decisions and
generate the proper audit entries. The XUA Profile supports enterprises that have chosen to have
their own user directory with their own unique method of authenticating the users, as well as
others that may have chosen to use a third party to perform the authentication.

2.2.14 Patient Administration Management (PAM)

Patient Administration Management establishes the continuity and integrity of patient data, and
additional information such as related persons (primary caregiver, guarantor, next of kin, etc.). It
coordinates the exchange of patient registration and update information among systems that need
to be able to provide current information regarding a patient’s encounter status and location. This
profile supports ambulatory and acute care use cases including patient identity feed, admission
and discharge, and transfer and encounter management, as well as explicit and precise error
reporting and application acknowledgment.

The PAM Profile supports two patient encounter management scenarios: either one single central
patient registration system serving the entire institution, or multiple patient registration systems
collaborating as peers serving different clinical settings in an institution.
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2.2.15 Cross-Enterprise Document Reliable Interchange (XDR)

Cross-Enterprise Document Reliable Interchange provides document interchange using a
reliable messaging system. This permits direct document interchange between EHRs, PHRs, and
other healthcare IT systems in the absence of a document sharing infrastructure such as XDS
Registry and Repositories.

2.2.16 Cross-Enterprise Document Media Interchange (XDM)

Cross-Enterprise Document Media Interchange provides document interchange using a
common file and directory structure over several standard media. This permits the patient to use
physical media to carry medical documents. This also permits the use of person-to-person email
to convey medical documents.

2.2.17 Retrieve Form for Data Capture (RFD)

Retrieve Form for Data Capture provides a method for gathering data within a user’s current
application to meet the requirements of an external system. RFD supports the retrieval of forms
from a form source, display and completion of a form, and return of instance data from the
display application to the source application.

2.2.18 Cross-Community Access (XCA)

Cross-Community Access supports the means to query and retrieve patient relevant medical data
held by other communities. A community is defined as a coupling of facilities/enterprises that
have agreed to work together using a common set of policies for the purpose of sharing clinical
information via an established mechanism. Facilities/enterprises may host any type of healthcare
application such as EHR, PHR, etc. A community is identifiable by a globally unique id called
the homeCommunityld. Membership of a facility/enterprise in one community does not preclude
it from being a member in another community. Such communities may be XDS Affinity
Domains which define document sharing using the XDS Profile or any other communities, no
matter what their internal sharing structure.

2.2.19 Basic Patient Privacy Consents (BPPC)

Basic Patient Privacy Consents provides a mechanism to record the patient privacy consent(s),
and a method for Content Consumers to use to enforce the privacy consent appropriate to the
use. This profile complements XDS by describing a mechanism whereby an XDS Affinity
Domain can develop and implement multiple privacy policies, and describes how that
mechanism can be integrated with the access control mechanisms supported by the XDS actors
(e.g., EHR systems).

2.2.20 Scanned Documents Integration Profile (XDS-SD)

A variety of legacy paper, film, electronic and scanner outputted formats are used to store and

exchange clinical documents. These formats are not designed for healthcare documentation, and
furthermore, do not have a uniform mechanism to store healthcare metadata associated with the
documents, including patient identifiers, demographics, encounter, order or service information.
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The association of structured, healthcare metadata with this kind of document is important to
maintain the integrity of the patient health record as managed by the source system. It is
necessary to provide a mechanism that allows such source metadata to be stored with the
document.

2.2.21 Sharing Value Set Integration Profile (SVS)

Sharing Value Sets provides a means through which healthcare systems producing or consuming
clinical or administrative data, such as diagnostic imaging equipment, laboratory reporting
systems, primary care physician office EMR systems, or national healthcare record systems, can
receive a common, uniform nomenclature managed centrally. Shared nomenclatures with
specific derived value sets are essential to achieving semantic interoperability.

This profile describes transactions for retrieving Value Sets from a Value Set Repository by a
Value Set Consumer. A single Value Set Repository can be accessed by many Value Set
Consumers, establishing a domain of consistent and uniform set of nomenclatures. It supports
automated loading of Value Sets by systems implementing a Value Set Consumer, reducing the
burden of manual configuration.

2.2.22 Document-based Referral Request (DRR)

This profile has been retired in favor of use of the Cross-Enterprise Document Workflow (XDW)
Profile.

2.2.23 Patient Identifier Cross-referencing HL7 V3 (PIXV3)

The functionality of the PIXV3 Profile is identical to the PIX Profile described in Section 2.2.3.
The differences are in the format of the messages, and in the use of SOAP-based web services.
These changes make this profile well suited for use within an existing IT infrastructure for cross-
enterprise data access and exchange. The PIXV3 Profile supports the cross-referencing of patient
identifiers from multiple Patient Identifier Domains. These cross-referenced patient identifiers
can then be used by “identity consumer” systems to correlate information about a single patient
from sources that “know” the patient by different identifiers. This allows a clinician to have more
complete view of the patient information.

2.2.24 Patient Demographics Query HL7 V3 (PDQV3)

The functionality of the PDQV3 Profile is identical to the PDQ Profile described in Section
2.2.6. The differences are in the format of the messages, and in the use of SOAP-based web
services. These changes make this profile well suited for use within an existing IT infrastructure
for cross-enterprise data access and exchange. The PDQV3 Profile provides ways for multiple
organizations, or multiple distributed applications to query a patient information server for a list
of patients, based on user-defined search criteria, and retrieve a patient’s demographic
information directly into the application.
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2.2.25 Multi-Patient Queries (MPQ)

Multi-Patient Queries defines a mechanism to enable aggregated queries to a Document
Registry based on certain criteria needed by areas related to data analysis, such as quality
accreditation of health care practitioners or health care facilities, clinical research trial data
collection or population health monitoring.

2.2.26 Document Metadata Subscription (DSUB)

Document Metadata Subscription describes the use of subscription and notification mechanism
for use within an XDS Affinity Domain and across communities. The subscription allows for the
matching of metadata during the publication of a new document for a given patient, and results
in the delivery of a notification.

2.2.27 Cross-Community Patient Discovery (XCPD)

Cross-Community Patient Discovery supports the means to locate communities that hold patient
relevant health data and the translation of patient identifiers across communities holding the
same patient’s data. A community is defined as a group of facilities/enterprises that have agreed
to work together using a common set of policies for the purpose of sharing health information
within the community via an established mechanism. Facilities/enterprises may host any type of
healthcare application such as EHR, PHR, etc. A community is identifiable by a globally unique
id called the homeCommunityld. Membership of a facility/enterprise in one community does not
preclude it from being a member in another community. Such communities may be XDS
Affinity Domains which define document sharing using the XDS Profile or any other
communities, no matter what their internal sharing structure.

2.2.28 This section is reserved

Future.

2.2.29 This section is reserved

Future.

2.2.30 Cross-Enterprise Document Workflow (XDW)

Cross-Enterprise Document Workflow enables participants in a multi-organization environment
to manage and track the tasks related to patient-centric workflows as the systems hosting
workflow management applications coordinate their activities for the health professionals and
patients they support. XDW builds upon the sharing of health documents provided by other IHE
profiles such as XDS, adding the means to associate documents conveying clinical facts to a
patient-specific workflow. XDW provides a common interoperability infrastructure upon which
a wide range of specific workflow definitions may be supported. It is designed to support the
complexity of health services delivery with much flexibility to adapt as workflows evolve.
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2.2.31 This section is reserved

Future.

2.2.32 This section is reserved

Future.

2.2.33 This section is reserved

Future.

2.2.34 This section is reserved

Future.

2.2.35 This section is reserved

Future.

2.2.36 This section is reserved

Future.

2.2.37 Document Digital Signature (DSG)

Document Digital Signature defines general-purpose methods of digitally signing of documents
for communication and persistence. Among other uses, these methods can be used within an [HE
Document Sharing infrastructure (e.g., XDS, XCA, XDM, XDR, and MHD).

2.3 Product Implementations

Developers have a number of options in implementing IHE actors and transactions in product
implementations. The decisions cover three classes of optionality:

e For a system, select which actors it will incorporate (multiple actors per system are
acceptable).

e For each actor, select the integration profiles in which it will participate.
e For each actor and profile, select which options will be implemented.

All required transactions must be implemented for the profile to be supported (refer to the
transaction descriptions in ITI TF-2a and ITI TF-2b).

Implementers should provide a statement describing which IHE actors, IHE integration profiles
and options are incorporated in a given product. The recommended form for such a statement is
defined in ITI TF-1: Appendix C.

In general, a product implementation may incorporate any single actor or combination of actors.
When two or more actors are grouped together, internal communication between actors is
assumed to be sufficient to allow the necessary information flow to support their functionality;

Rev. 15.0 Final Text — 2018-07-24 27 Copyright © 2018: THE International, Inc.



885

890

895

IHE IT Infrastructure Technical Framework, Volume 1 (ITI TF-1): Integration Profiles

for example, the Context Manager uses the Patient Identifier Cross-reference Consumer to obtain
the necessary patient identifier mapping information from the Patient Identifier Cross-reference
Manager. The exact mechanisms of such internal communication are outside the scope of the
IHE Technical Framework.

When multiple actors are grouped in a single product implementation, all transactions originating
or terminating with each of the supported actors shall be supported (i.e., the IHE transactions
shall be offered on an external product interface).

The following examples describe which actors typical systems might be expected to support.
This is not intended to be a requirement, but rather to provide illustrative examples.

A departmental system, such as a laboratory information system or a radiology picture archiving
and communication system might include an Information Source as well as a Kerberized Server.

A clinical repository might include an Information Source as well as a Kerberized Server and a
Patient Identifier Cross-reference Consumer.

A context management server might include a Context Management as well as a Patient
Identifier Cross-reference Consumer.
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3 Retrieve Information for Display (RID)

The Retrieve Information for Display Integration Profile (RID) provides simple and rapid read-
only access to patient-centric clinical information that is located outside the user’s current
application but is important for better patient care (for example, access to lab reports from
radiology department). It supports access to existing persistent documents in well-known
presentation formats such as CDA (Level 1), PDF, JPEG, etc. It also supports access to specific
key patient-centric information such as allergies, current medications, summary of reports, etc.
for presentation to a clinician. It complements workflows with access from within the users’ on-
screen workspace or application to a broad range of information.

In this profile, the Information Source is solely responsible to turn the healthcare specific
semantics into what this IHE Integration Profile calls a “presentation” format. As a consequence
the Display may process and render this “presentation” format with only generic healthcare
semantics knowledge. Different formats have specific characteristics in terms of (1) server
imposed limitations and (2) flexibility of display on the client side to render within its display
constraints (e.g., a generic CDA level 1 style sheet).

The Information Source is entirely responsible for the information returned for display and its
clinical accuracy.

This profile offers the capability to leverage industry standards that address both the structure
and content of documents that may be returned by information sources. Where this profile
references HL7 Clinical Documentation Architecture (CDA), it limits itself to the approved CDA
Level 1. Furthermore, it only uses a subset of CDA Level 1 that facilitates making information
available for display.

Future extensions to the IHE IT Infrastructure TF will more fully leverage CDA Release 2 and
other industry standards, and will incorporate vocabularies such as SNOMED and Clinical
LOINC as well as clinical templates.

This profile does not provide specific requirements on the means of assuring access control or
security of information in transit. Such measures shall be implemented through appropriate
security-related integration profiles, such as Enterprise User Authentication (see ITI TF-1:4). ITI
TF-1: Appendix E describes the process flows for usage of the Retrieve Information for Display
Integration Profile in conjunction with the Enterprise User Authentication and Patient Identifier
Cross-referencing Integration Profiles.

3.1 Actors/Transactions

Figure 3.1-1 shows the actors directly involved in the Retrieve Information for Display
Integration Profile and the relevant transactions between them. Other actors that may be
indirectly involved due to their participation in User Authentication and Patient Identifier Cross-
referencing are not shown.
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Retrieve Specific Info for Display [ITI-11]

—>

Information
Source

Display
Retrieve Document for Display [ITI-12]
—>

Figure 3.1-1: Retrieve Information for Display Actor Diagram

Table 3.1-1 lists the transactions for each actor directly involved in the Retrieve Information for
Display Integration Profile. In order to claim support of this Integration Profile, an
implementation must perform the required transactions (labeled “R”). A complete list of options
defined by this Integration Profile and that implementations may choose to support is listed in
ITITF-1: 3.2

Table 3.1-1: Retrieve Information for Display Integration Profile - Actors and Transactions

Actors Transactions Optionality Section
Display Retrieve Specific Info for Display [ITI-11] R ITI TF-2a: 3.11
Retrieve Document for Display [ITI-12] R ITI TF-2a: 3.12

Information Retrieve Specific Info for Display [ITI-11] R (see below) ITI TF-2a: 3.11
Source Retrieve Document for Display [ITI-12] R (see below) ITI TF-2a: 3.12

Transaction [ITI-11] is required if one of the following options is selected by the Information
Source (see Section 3.2):

Transaction [ITI-12] is required if the Persistent Document Option is selected by the Information
Source (see Section 3.2).

The means for a Display to obtain documents’ unique identifiers in order to retrieve them via
Transaction [ITI-11] may be either via transaction [ITI-12] or by other means that are outside the
scope of the RID Integration Profile.

3.2 Retrieve Information for Display Integration Profile Options

Options that may be selected for this Integration Profile are listed in the Table 3.2-1 along with
the THE actors to which they apply.
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Table 3.2-1: Retrieve Information for Display - Actors and Options
Vol. & Section

None -

Actor Options

Display

ITI TF-2a: 3.12
ITI TF-2a: 3.11

Information Source Persistent Document

Summary of All Reports (Note 2)

Summary of Laboratory Reports (Note 2) ITI TF-2a: 3.11
Summary of Radiology Reports (Note 2) ITI TF-2a: 3.11
Summary of Cardiology Reports (Note 2) ITI TF-2a: 3.11

ITI TF-2a: 3.11
ITI TF-2a: 3.11
ITI TF-2a: 3.11
ITI TF-2a: 3.11
ITI TF-2a: 3.11
ITI TF-2a: 3.11
ITI TF-2a: 3.11

Summary of Surgery Reports (Note 2)

Summary of Intensive Care Reports (Note 2)

Summary of Emergency Reports (Note 2)

Summary of Discharge Reports (Note 2)

Summary of Prescriptions (Note 2)

List of Allergies and Adverse Reactions
List of Medications (Note 1)

Note 1:  List of Medications includes the list of medications currently known to be administered to the patient. It differs
from the Summary of Prescriptions, in that the latter reflects what has been prescribed to the patient, but are not
necessarily any longer administered.

Note 2: In all the above options, “summary of reports” means that a general patient context (patient name, etc.) is

provided along with a list of entries, where an entry includes key attributes such as date, specialty, and additional
information sufficient to allow the viewer to select an entry. An entry may reference a persistent document for
RID or other application defined RID summaries. Beyond these general guidelines, the specific content may
likely be influenced by the context of use and customer desires. Such summaries are non-persistent in that they
are likely to be updated in the course of patient care.

3.3 Retrieve Information for Display Process Flow

This section describes the process and information flow when displayable patient information is
retrieved from an information source. Three cases are distinguished.

Case 1-Retrieve Specific Information for Display: The first case describes use cases when the
Display and the person associated are requesting some information related to a patient. A
somewhat specific request for information is issued (e.g., Retrieve a summary of laboratory
reports) for a specific Patient ID to an Information Source. The patient ID is assumed to be
unambiguous as fully qualified with the assigning authority. A number of additional filtering
keys may be used (last N reports, date range, etc.) depending on the specific type of request
issued. The Information Source responds with presentation-ready information that it considers
relevant to the request. This integration profile leaves entire flexibility to the Information Source
to organize the content and presentation of the information returned. The Display simply displays
the information to the person that triggered the request. The Information Source shall respond
with an error message when it does not support the specific type of request or does not hold any
records for the requested patient ID.
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Figure 3.3-1: Case 1: Retrieve Specific Information for Display Process Flow

Case 2 - Retrieve a Document: The second case describes use cases when the Display and the
person associated are requesting a uniquely identified document such as a report, an image, an
ECG strip, etc. The Information Source responds to the request by using one of the proposed
formats to provide the presentation-ready content of the object it manages. The detailed
presentation and the clinical integrity of the content of the document are under the control of the
Information Source Actor. The Display simply displays the presentation-ready document content
to the person that triggered the request. The Information Source shall respond with an error
message when the requested document is unknown or when none of the formats acceptable to the
Display is suitable to present the requested document.

The main difference between the Retrieve Specific Information and the Retrieve Document
transactions is that the latter applies to a uniquely identifiable persistent object (i.e., retrieving
the same document instance at a different point in time will provide the same semantics for its
presented content). For the Retrieve Specific Information transaction, this information is always
related to a well-identified patient (Patient ID), but its content, although of a specific type (lab
summary, or radiology summary, list of allergies) is generally dynamic (i.e., retrieving the same
type of specific information at a different point in time is likely to result in different content; for
example, a list of allergies may have been updated between two requests).

Note: This integration profile is not intended for highly dynamic information such as that used for patient monitoring.
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Figure 3.3-2: Case 2: Retrieve a Document Process Flow

Case 3 - Retrieve Specific Information for Display and Retrieve several Documents Process
Flow: The third case combines the two cases above with the capability to associate in sequence
the Retrieve Specific Information and the Retrieve Document for Display transactions. This

1005  allows for links to persistent documents within the returned specific information or for having
persistent documents reference other persistent documents. For example, the user requests a
summary of recent discharge reports, and then selects a specific document referenced in that
summary list. From the discharge report displayed to the user, the user selects a specific surgery
report. This surgery report is retrieved and displayed.
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Figure 3.3-3: Case 3: Retrieve Summary Information for Display and Retrieve several
Documents Process Flow

The same Display may involve more than one Information Source by sequentially issuing
different transactions. This Integration Profile assumes that the Display Actors may be
configured a priori with one or more remote Information Source Actors along with the type of
retrieve transactions/type of requests/specific keys suitable for the application context from
which this Retrieve Information for Display requests are issued. Future Integration Profiles may
facilitate such site-specific configuration tasks.
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4 Enterprise User Authentication (EUA)

Enterprise User Authentication Profile (EUA) — This defines a means to establish one name per
user that can then be used on all of the devices and software that participate in this integration
profile. It greatly facilitates centralized user authentication management and provides users with
the convenience and speed of a single sign-on. This profile leverages Kerberos (RFC1510) and
the HL7 CCOW standard (user subject). User authentication is a necessary step for most
application and data access operations and it is a workflow improvement for the users. The IHE
EUA Profile adds value to the CCOW specification for the user subject by specifying the user
subject and CCOW user subject suffix. This profile does not address security features such as
audit trails, access control, authorization management and PKI. Future profiles will be developed
to address these security features in a manner complementary to this EUA Profile.

The environment is assumed to be a single enterprise, governed by a single security policy and
having a common network domain. Unsecured domains -- in particular, Internet access -- are of
interest, but not in the scope of this profile. Considerations for applications such as telemedicine
and patient remote access to healthcare data are therefore also not in its scope. See ITI TF-1:
Appendix G.

Node and machine authentication is specified in the Audit Trail and Node Authentication
(ATNA) Profile and is not part of this profile.

4.1 Actors/Transactions

A number of transactions used in this profile conform to the Kerberos v5 standard, defined in
RFC1510. This standard has been stable since 1993, is widely implemented on current operating
system platforms, has successfully withstood attacks in its 10-year history, and is fully
interoperable among platforms. For example, Sun Solaris, Linux, AIX, HPUX, IBM-z/OS, IBM-
0S400, Novell, MAC OS X, and Microsoft Windows 2000/XP all implement Kerberos in an
interoperable manner. This is not a complete list; many other vendors also support Kerberos.

For additional detailed information on Kerberos, beyond what is specified in this profile, we
suggest these references:

e RFCI1510 - http://www.ietf.org/rfc/rfc1510.txt
e MIT's Kerberos home page - http://web.mit.edu/kerberos/www/
e The Moron's Guide to Kerberos - http://www.isi.edu/~brian/security/kerberos.html

e Microsoft Kerberos information
http://www.microsoft.com/TechNet/prodtechnol/windows2000serv/deploy/kerberos.asp

Kerberos implementations are widely available worldwide. Kerberos does include cryptography
that may have restricted use laws in some countries. The US export regulations can be found at
http://www.bxa.doc.gov/Encryption.

Figure 4.1-1 shows the actors directly involved in the Enterprise User Authentication Profile and
the relevant transactions between them. The box labeled "Other IHE Actor" represents actors
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from other integration profiles that are meant to be grouped with the nearby actor from within
this profile. Other actors that may be indirectly involved due to their use of authentication, etc.

are not shown.

Kerberos Kerberized Server Other IHE Actor
Authentication Server
Get User Authentication T-Get Service
[rr-2] 1 Ticket [ITI-3]
1 Kerberized
Communication [ITI-4]
Client Other IHE
Authentication Transaction
Agent Other IHE Actor Y,

Join Context [ITI-5]4
Change Context [ITI-6
Leave Context [ITI-7]

Join Context [ITI-5] «

Follow Context [ITI-13] >

Leave Context [ITI-7] «

Context Manager

User Context
Participant

Figure 4.1-1: Enterprise Authentication Actor Diagram

Table 4.1-1 lists the transactions for each actor directly involved in the Enterprise User
Authentication Profile. In order to claim support of this Integration Profile, an implementation
must perform the required transactions (labeled “R”). Transactions labeled "O" are optional. A
complete list of options defined in this Integration Profile and that implementations may choose
to support is listed in Section 4.2.

Table 4.1-1: Enterprise User Authentication Profile - Actors and Transactions

Actors Transactions Optionality Section
Kerberos Authentication Server Get User Authentication [ITI-2] R ITI TF-2a: 3.2
Get Service Ticket [ITI-3] R ITI TF-2a: 3.3
Client Authentication Agent Get User Authentication [ITI-2] R ITI TF-2a: 3.2
Get Service Ticket [ITI-3] R ITI TF-2a: 3.3
Kerberized Communication [ITI-4] R ITI TF-2a: 3.4
Join Context [ITI-5] O [Notel] ITI TF-2a: 3.5
Change Context [ITI-6] O [Notel ] ITI TF-2a: 3.6
Leave Context [ITI-7] O [Notel ] ITI TF-2a: 3.7
Kerberized Server Kerberized Communication [ITI-4] R ITI TF-2a: 3.4
User Context Participant Join Context [ITI-5] R ITI TF-2a: 3.5
Follow Context [ITI-13] R ITI TF-2a: 3.13
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Actors Transactions Optionality Section
Leave Context [ITI-7] R ITI TF-2a: 3.7
Context Manager Join Context [ITI-5] R ITI TF-2a: 3.5
Follow Context [ITI-13] R ITI TF-2a: 3.13
Leave Context [ITI-7] R ITI TF-2a: 3.7
Change Context [ITI-6] R ITI TF-2a: 3.6

Note 1: When the Authentication for User Context Option is supported, then the transaction is required.

CCOW facilitates the sharing of the identity of a EUA authentication user but does not provide
for the authentication of users. In order for the Context Manager and User Context Participant to
participate in the EUA Profile it is required that the Client Authentication Agent supports the
Authentication for User Option. This design provides the User Context Participant with a
consistent and enterprise recognized user identity, but does not define access to the Kerberos
credentials. Future IHE profiles may address this limitation. Note that the Client Authentication
Agent is the key actor when PSA and EUA are combined. See the use case outlined in Section
4.3.2. Applications that implement both the Client Authentication Agent and the User Context
Participant shall support configurations where either actor is disabled.

In any single user environment there shall be only one Client Authentication Agent for one user.
In a multi-user environment there shall not be more than one Client Authentication Agent per
user.

4.2 Enterprise User Authentication Integration Profile Options

Options that may be selected for this Integration Profile are listed in Table 4.2-1 along with the
Actors to which they apply. Dependencies between options when applicable are specified in
notes.

Table 4.2-1: Enterprise User Authentication - Actors and Options

Actor Options Vol. & Section
Kerberos Authentication Server No options defined --
Client Authentication Agent Authentication for User ITI TF-2a: 3.6
Context
Kerberized Server No options defined --
Context Manager No options defined --
User Context Participant No options defined --
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4.3 Enterprise User Authentication Profile Process Flow

4.3.1 Basic User Authentication Process Flow

The following diagram describes the sequence of events in the use of Enterprise User

Authentication:
Client Authentication Kerberos Kerberized
Agent Authentication Server Server
Login or Other %gg Actor Other IHE Actor
Session Start ( . ) (RID)

[}
""""" » ] Get Uler Authentication [ITI-2]

Internal TGT : " Internal user
Management authentication

Internal
validate TGT

%

Internal Ticket
Management

\

i

]

)

| .
II{erberized Communication [I1TI-4]

v

e ¢ o o — — — — e — — — — — — — >
Other IHE Transaction

1090

Figure 4.3.1-1: Basic Process Flow in Enterprise User Authentication Profile

The sequence of events in the use of Enterprise User Authentication is:

e The user begins the session. This initiates a local username/password authentication that
1095 is converted into the challenge/response system used by Kerberos to avoid transmitting
the password over the network. This information is used as part of the Get User
Authentication Transaction to get a “Ticket Granting Ticket” (TGT).

e The TGT is saved and managed internally by the Client Authentication Agent Actor. The
TGT acts as confirmation that the user has been authenticated.

1100 e For each service that has been Kerberized, the Client Authentication Agent uses the Get
Service Ticket Transaction to obtain a service ticket. The service ticket is then used as
part of the Kerberized Communication Transaction.
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A Kerberized Communication is a Kerberos data exchange that is integrated into another
protocol, such as HL7 or DICOM, which is used in another IHE transaction. The details of
Kerberization vary and are described separately for the protocols that have been Kerberized. The
Kerberization enables the other IHE Actors involved in the other transaction to use the identity
of the authenticated user for purposes such as user authorization or audit messages.

The Client Authentication Agent also maintains an internal cache of credentials such as the TGT
and service tickets. It renews the tickets as necessary to deal with ticket expirations, re-uses
tickets while they are still valid, and removes credentials from the cache when the user session
ends. The Client Authentication Agent shall make the Kerberos credentials available using the
local operating system mechanisms. Other IHE Actors that need the Kerberos credentials are
strongly encouraged to obtain them using the local operating system mechanisms. Operating
system support for ticket management has been implemented and has been defined for various
operating systems.

4.3.2 User Authentication with User Synchronized Applications Process Flow

In this use case an application supporting user authentication on the same desktop as another
application is synchronized to the same user identity, thus giving the user a single-sign-on
experience.

The following diagram describes the sequence of events in the use of User Authentication with
User Synchronized Applications:
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Figure 4.3.2-1: Process Flow with User Synchronized Applications

The sequence of events of the User Authentication with User Synchronized Applications is:

The user initiates a login by starting the Client Authentication Agent.

The Client Authentication Agent joins the CCOW user context by sending a Join Context
Transaction to the Context Manager Actor. At this point there is no user identity in the
context.

The user provides their username and password to the Client Authentication Agent. This
authentication information is converted into the challenge/response system used by
Kerberos to avoid transmitting the password over the network. This information is used
as part of the Get User Authentication Transaction to get a “Ticket Granting Ticket”
(TGT).

The TGT is saved and managed internally by the Client Authentication Agent Actor. The
TGT acts as confirmation that the user has been authenticated.

A Change Context Transaction is sent to the Context Manager with the users fully
qualified user name.

The user is now logged in to the User Context Participant.
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e When the user ends the session, a Change Context Transaction is sent to the Context
Manager with a NULL user name.

e The user is logged out of the User Context Participant.

4.3.3 Fast User Switching with Multiple Applications Process Flow

The use model in the clinical environment can be characterized as multiple clinicians using the
same workstation for short intervals of time many times a day. In this shared workstation
environment the user requires quick access to the patient data contained in the applications.
Traditional methods of logging in and out of the workstation at the operating system or network
level can take too long and typically force the applications to terminate. This means that the
application clients will potentially need to initialize and establish new database connections,
introducing further delay to the Clinician access to patient data. The CCOW standard and more
specifically the “user” subject provides a means in combination with the Enterprise
Authenticator to allow the user to authenticate at the application level and have all of the other
applications tune to the new user.

The following diagram describes the sequence of events in the case of Fast User Switching with
Multiple Applications:
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Figure 4.3.3-1: Fast User Switching when using Multiple Applications
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The process flow would be similar to the following:

A
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Clinician A launches and authenticates via an application containing the Client Authentication
Agent (refer to Figure 4.3.3-1 for details). This actor joins the context session and performs a
context change to set Clinician A as the user in context.

Clinician A launches the clinical data repository application, containing a User Context
Participant Actor, depicted as User Context Participant 1. The actor joins the context session