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1 Introduction

Integrating the Healthcare Enterprise (IHE) is an initiative designed to stimulate the integration
of the information systems that support modern healthcare institutions. Its fundamental objective
is to ensure that in the care of patients all required information for medical decisions is both
correct and available to healthcare professionals. The IHE initiative is both a process and a forum
for encouraging integration efforts. It defines a technical framework for the implementation of
established messaging standards to achieve specific clinical goals. It includes a rigorous testing
process for the implementation of this framework. And it organizes educational sessions and
exhibits at major meetings of medical professionals to demonstrate the benefits of this
framework and encourage its adoption by industry and users.

The approach employed in the IHE initiative is to support the use of existing standards, e.g.,
HL7®!, ASTM, DICOM®?, ISO, IETF, OASIS and others as appropriate, rather than to define
new standards. IHE profiles further constrain configuration choices where necessary in these
standards to ensure that they can be used in their respective domains in an integrated manner
between different actors. When clarifications or extensions to existing standards are necessary,
IHE refers recommendations to the relevant standards bodies.

This initiative has numerous sponsors and supporting organizations in different medical specialty
domains and geographical regions. In North America the primary sponsors are the Healthcare
Information and Management Systems Society (HIMSS) and the Radiological Society of North
America (RSNA). IHE Canada has also been formed. IHE Europe (IHE-EUR) is supported by a
large coalition of organizations including the European Association of Radiology (EAR) and
European Congress of Radiologists (ECR), the Coordination Committee of the Radiological and
Electromedical Industries (COCIR), Deutsche Rontgengesellschaft (DRG), the EuroPACS
Association, Groupement pour la Modernisation du Systéme d'Information Hospitalier
(GMSIH), Société Francaise de Radiologie (SFR), Societa Italiana di Radiologia Medica
(SIRM), and the European Institute for health Records (EuroRec). In Japan IHE-J is sponsored
by the Ministry of Economy, Trade, and Industry (METI); the Ministry of Health, Labor, and
Welfare; and MEDIS-DC; cooperating organizations include the Japan Industries Association of
Radiological Systems (JIRA), the Japan Association of Healthcare Information Systems Industry
(JAHIS), Japan Radiological Society (JRS), Japan Society of Radiological Technology (JSRT),
and the Japan Association of Medical Informatics (JAMI). Other organizations representing
healthcare professionals are invited to join in the expansion of the IHE process across
disciplinary and geographic boundaries.

"'HL7 is the registered trademark of Health Level Seven International.

2DICOM is the registered trademark of the National Electrical Manufacturers Association for its standards
publications relating to digital communications of medical information.
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1.1 Overview of the Technical Framework

This document, the IHE IT Infrastructure Technical Framework (ITI TF), defines specific
implementations of established standards to achieve integration goals that promote appropriate
sharing of medical information to support optimal patient care. It is expanded annually, after a
period of public review, and maintained regularly through the identification and correction of
errata. The current version, Revision 14.0 for Final Text, specifies the IHE transactions defined
and implemented as of July 21, 2017. The latest version of the document is always available via
the Internet at http://ihe.net/Technical Frameworks/.

The IHE IT Infrastructure Technical Framework identifies a subset of the functional components
of the healthcare enterprise, called IHE actors, and specifies their interactions in terms of a set of
coordinated, standards-based transactions. It describes this body of transactions in progressively
greater depth. The present volume (ITI TF-1) provides a high-level view of IHE functionality,
showing the transactions organized into functional units called integration profiles that highlight
their capacity to address specific IT Infrastructure requirements.

Volumes 2a, 2b, and 2x of the IT Infrastructure Technical Framework provide detailed technical
descriptions of each IHE transaction used in the IT Infrastructure Integration Profiles.

Volume 3 contains content specification and specifications used by multiple transactions. These
volumes are consistent and can be used in conjunction with the Integration Profiles of other IHE
domains.

The other domains within the IHE initiative also produce Technical Frameworks within their
respective areas that together form the IHE Technical Framework. For example, the following
IHE Technical Framework(s) are some of those that are available:

e [HE IT Infrastructure Technical Framework

e [HE Cardiology Technical Framework

e [HE Laboratory Technical Framework

e [HE Patient Care Coordination Technical Framework

e [HE Radiology Technical Framework
Where applicable, references are made to other technical frameworks. For the conventions on
referencing other frameworks, see Section 1.6.3.
1.2 Overview of the IT Infrastructure Volume 1

The remainder of Section 1 further describes the general nature, purpose and function of the
Technical Framework. Section 2 introduces the concept of IHE Integration Profiles that make up
the Technical Framework.

Section 3 and the subsequent sections of this volume provide detailed documentation on each
integration profile, including the IT Infrastructure problem it is intended to address and the IHE
actors and transactions it comprises.
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The appendices following the main body of the document provide a summary list of the actors
and transactions, detailed discussion of specific issues related to the integration profiles and a
glossary of terms and acronyms used.

1.3 Audience

The intended audience of this document is:
e [T departments of healthcare institutions
e Technical staff of vendors participating in the IHE initiative
e Experts involved in standards development

e Those interested in integrating healthcare information systems and workflows

1.4 Relationship to Standards

The IHE Technical Framework identifies functional components of a distributed healthcare
environment (referred to as IHE actors), solely from the point of view of their interactions in the
healthcare enterprise. At its current level of development, it defines a coordinated set of
transactions based on ASTM, DICOM, HL7, IETF, ISO, OASIS and W3C standards. As the
scope of the IHE initiative expands, transactions based on other standards may be included as
required.

In some cases, IHE recommends selection of specific options supported by these standards;
however, IHE does not introduce technical choices that contradict conformance to these
standards. If errors in or extensions to existing standards are identified, IHE’s policy is to report
them to the appropriate standards bodies for resolution within their conformance and standards
evolution strategy.

IHE is therefore an implementation framework, not a standard. Conformance claims for products
must still be made in direct reference to specific standards. In addition, vendors who have
implemented IHE integration capabilities in their products may publish IHE Integration
Statements to communicate their products’ capabilities. Vendors publishing IHE Integration
Statements accept full responsibility for their content. By comparing the IHE Integration
Statements from different products, a user familiar with the IHE concepts of actors and
integration profiles can determine the level of integration between them. See ITI TF-1: Appendix
C for the format of IHE Integration Statements.

1.5 Relationship to Real-world Architectures

The IHE actors and transactions described in the IHE Technical Framework are abstractions of
the real-world healthcare information system environment. While some of the transactions are
traditionally performed by specific product categories (e.g., HIS, Clinical Data Repository,
Radiology Information Systems, Clinical Information Systems or Cardiology Information
Systems), the IHE Technical Framework intentionally avoids associating functions or actors with
such product categories. For each actor, the IHE Technical Framework defines only those
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functions associated with integrating information systems. The IHE definition of an actor should
therefore not be taken as the complete definition of any product that might implement it, nor
should the framework itself be taken to comprehensively describe the architecture of a healthcare
information system.

The reason for defining actors and transactions is to provide a basis for defining the interactions
among functional components of the healthcare information system environment. In situations
where a single physical product implements multiple functions, only the interfaces between the
product and external functions in the environment are considered to be significant by the IHE
initiative. Therefore, the IHE initiative takes no position as to the relative merits of an integrated
environment based on a single, all-encompassing information system versus one based on
multiple systems that together achieve the same end. IHE demonstrations emphasize the
integration of multiple vendors’ systems based on the IHE Technical Framework.

1.6 Conventions

This document has adopted the following conventions for representing the framework concepts
and specifying how the standards upon which the IHE Technical Framework is based should be
applied.

1.6.1 IHE Actor and Transaction Diagrams and Tables

Each integration profile is a representation of a real-world capability that is supported by a set of
actors that interact through transactions. Actors are information systems or components of
information systems that produce, manage, or act on categories of information required by
operational activities in the enterprise. Transactions are interactions between actors that
communicate the required information through standards-based messages.

The diagrams and tables of actors and transactions in subsequent sections indicate which
transactions each actor in a given profile must support.

The transactions shown on the diagrams are identified both by their name and the transaction
number as defined in ITI TF-2a and 2b. The transaction numbers are shown on the diagrams as
bracketed numbers prefixed with the specific Technical Framework domain.

In some cases, a profile is dependent on a prerequisite profile in order to function properly and
be useful. For example, Enterprise User Authentication depends on Consistent Time. These
dependencies can be found by locating the desired profile in Table 2-1 to determine which
profile(s) are listed as prerequisites. An actor must implement all required transactions in the
prerequisite profiles in addition to those in the desired profile.

1.6.2 Process Flow Diagrams

The descriptions of integration profiles that follow include process flow diagrams that illustrate
how the profile functions as a sequence of transactions between relevant actors.

These diagrams are intended to provide an overview so the transactions can be seen in the
context of an institution’s workflow. Certain transactions and activities not defined in detail by
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IHE are shown in these diagrams in italics to provide additional context on where the relevant
IHE transactions fit into the broader scheme of healthcare information systems.

These diagrams are not intended to present the only possible scenario. Often other actor
groupings are possible, and transactions from other profiles may be interspersed.

In some cases the sequence of transactions may be flexible. Where this is the case there will
generally be a note pointing out the possibility of variations. Transactions are shown as arrows
oriented according to the flow of the primary information handled by the transaction and not
necessarily the initiator.

1.6.3 Technical Framework Cross-references

When references are made to another section within a Technical Framework volume, a section
number is used by itself. When references are made to other volumes or to a Technical
Framework in another domain, the following format is used:

<domain designator> TF-<volume number>: <section number>, where

e <domain designator> is a short designator for the IHE domain (ITI = IT Infrastructure,
RAD = Radiology)

e <volume number> is the applicable volume within the given Technical Framework (e.g.,
1, 2a, 2b, 2x, 3), and

e <section number> is the applicable section number.

For example: ITI TF-1: 3.1 refers to Section 3.1 in Volume 1 of the IHE IT Infrastructure
Technical Framework. RAD TF-3: 4.33 refers to Section 4.33 in Volume 3 of the IHE Radiology
Technical Framework. ITI TF-2x: Appendix B refers to Appendix B in Volume 2x of the IHE IT
Infrastructure Technical Framework.

When references are made to Transaction numbers in the Technical Framework, the following
format is used:

[<domain designator>-<transaction number>], where

e <transaction number> is the transaction number within the specified domain.
For example: [ITI-1] refers to Transaction 1 from the IHE IT Infrastructure Technical
Framework.
1.7 Scope of Changes Introduced in the Current Year

The IHE Technical Framework and its Trial Implementation Supplements are updated annually
to reflect new profiles, corrections and new transactions used in those profiles.

1.7.1 New Final Text Profiles

This version of the IT Infrastructure Technical Framework finalizes the following Profiles:
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e Document Digital Signature (DSG) — the Document Digital Signature Profile provides
general-purpose methods of digitally signing of documents for communication and
persistence. This method can be used within a Document Sharing infrastructure (e.g.,
XDS, XCA, XDM, XDR, and MHD).

635 1.7.2 Change Proposals Integrated into this Revision
Table 1.7.2 lists Change Proposals that were integrated into IT Infrastructure Technical
Framework Rev. 14.0 Final Text Volumes and Trial Implementation (TI) Supplements. Each
Change Proposal listed is archived at
ftp://ftp.ihe.net/IT_Infrastructure/TF_Maintenance/CPs/4_Integrated/2017
640 Table 1.7.2-1: ITI Change Proposals Integrated into ITI TF Rev. 14.0 and Tl Supplements
Profile Document
CP affected updated Change Proposal Title
1040-00 editorial Vol. 1 Fix placeholder template text in XDS Vol 1
Clarify XDS Async option with regard to transactions actors must
964-02 XDS Vol. 1 support
1015-01 editorial Vol. 2a Fix example in ITI-24
Display name for audit event 110114 borrowed from DICOM is
824-01 ATNA Vol. 2a inconsistent with DICOM display name
955-01 XDS Vol. 2a Add DocumentEntry type to FindDocumentsByReferenceld
990-00 editorial Vol. 2a ITI-18 GetFolders Cleanup
998-01 PIX,XDS Vol. 2a Fix AlternativeUserID in ITI-8 audit message
1008-01 XUA Vol. 2b Clarify NPI attribute in XUA
1020-00 editorial Vol. 2b Remove “temporary” homeCommunityld restriction
958-01 XDS Vol. 2b Effects of Merge on Relationship Associations
Vol. 2b
960-00 MPQ, XCDR | XCDR TI Supp. SoapActionRequired Mandatory
991-00 XDS Vol. 2b SubmissionSet Uniqueld
999-03 MPQ Vol. b Make ITI-51 audit scheme conformant with DICOM
956-04 XDS Vol. 2b and 3 IsSnapshotOf association documentation cleanup
Alignment on deprecation text (was Clarification of Chained
972-04 XDS Vol. 2b and 3 Associations)
Vol. 2b
DSUB Ext. TI
937-14 DSUB Supp. DSUB - corrections for audit messages
1000-01 editorial Vol. 2x Add missing note on EVN segment in Appendix C
1045-00 editorial Vol. 2x Title of Appendix E is out of date
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Profile Document
CP affected updated Change Proposal Title
624-04 webservice* Vol. 2x Appendix V needs update to reference recent standards
996-01 editorial Vol. 2x Table V.2.4-1 XML NS and Prefix Corrections
1010-01 XD* Vol. 3 Align supplementary info for InvalidDocumentContent error
1016-02 XD* Vol. 3 Clarify Extra Metadata Attributes Section
1017-06 XD* Vol. 3 Fix ambiguity in Vol 3 Section 4.2.3.1.1 Attribute Value Length
1034-01 XD* Vol. 3 Uniqueld in Relationships
1009-00 XD* Vol. 3 TooManyResults should be allowed with Partial Success
XD* Vol. 3 Update Volume 3 Section 4.2.3.1.2 - Creating Coded Attributes For
1032-00 Associations
1035-00 editorial Vol. 3 Volume 3: Correct Section 4.1.4-Submission Request
1039-00 editorial Vol. 3 Volume 3 - Section 4.2.4.1: Correct Title
HL7 Encoding in SourcePatientinfo / Patient Id Use of Caret Symbol

787-07 XD* Vol. 3 Clarification
864-05 XD* Vol. 3 Clarification on Association Classifications (TF-3: 4.2.2.2)
923-10 XD* Vol. 3 Redoc aggressive validation specification
949-02 XD* Vol. 3 Clarify Folder.lastUpdateTime
957-01 XDS Vol. 3 Further Submission Set Immutability Cleanup
969-01 XD* Vol. 3 Allow Documentation on all Relationship Associations
970-00 XD* Vol. 3 Clarify purpose of hash
971-01 XD* Vol. 3 Clarify XDSResultNotSinglePatient Error application
983-00 XD* Vol. 3 Correct Table 4.2.3.2-1 for SourcePatientInfo Data Type
997-03 XD* Vol. 3 Allow multiple entries for PID-3 in sourcePatientInfo

FHIR Appendix Z
1007-01 several TI Supp. Appendix Z updates to FHIR STU3

FHIR Appendix Z | Appx Z - Create general FHIR security considerations that can be
1036-01 several TI Supp. referenced by other profiles

DSUB Extensions
963-01 editorial TI Supp. Add Pull Point rqmt to new DSUB Extensions TI Supplement
1006-02 mACM mACM TI Supp. mACM update to FHIR STU3
1002-01 MHD MHD TI Supp. MHD update to FHIR STU3

ITI-65 should specify how to link to the Binary resource from the

940-01 MHD MHD TI Supp. DocumentReference
941-01 MHD MHD TI Supp. Encoding of UUIDs and OIDs in Identifiers
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Profile Document
CP affected updated Change Proposal Title
Encoding of XDSDocumentEntry.referenceldList in FHIR

942-01 MHD MHD TI Supp. DocumentReference resource
943-01 MHD MHD TI Supp. Encoding of XDSDocumentEntry.uniqueld in FHIR Identifier
944-01 MHD MHD TTI Supp. Clarification of hash and size attributes in FHIR
945-01 MHD MHD TI Supp. TI-65 should define how to reference patients in a provide transaction
946-02 MHD MHD TI Supp. ITI-65 Provide Bundle response status codes should be clarified
1003-01 PDQm PDQm TI Supp. PDQm update to FHIR STU3
987-00 PDQm PDQm TI Supp. Remove unneeded sentences in PDQm Response semantics
988-00 PDQm PDQm TI Supp. 2 different errors for Unable to Respond in Requested Format
1004-01 PIXm PIXm TI Supp. PIXm update to FHIR STU3

RESTful ATNA
1005-02 ATNA TI Supp, RESTful ATNA update to FHIR STU3
810-07 RMD RMD TI Supp. Update ITI-62 Security Considerations in RMD (was MU) supplement
1001-03 XCDR XCDR TI Supp. Document the XML namespace and prefix for XCDR
961-03 XCDR XCDR TI Supp. XCDR Cleanup
993-00 XCF XCF TI Supp. Specify usage of the AND/OR semantics in XCF parameters

XDS Metadata
1018-06 XDS Update TI Supp. Remove ITI-62 from XDS Metadata Update TI Supplement

XDS Metadata
1027-00 editorial Update TI Supp. Remove On-Demand content from Intro to Metadata Update

XDS Metadata
559-06 XDS Update TI Supp. MPQ profile queries vs. Metadata Update option

XDS Metadata Metadata Update Queries with MU level not set/set to 1 shall return only
765-15 XDS Update TI Supp. the current Version of an XDSDocumentEntries/XDSFolders

XDS Metadata
939-06 XDS Update TI Supp. Update MU supplement to adjust for redoc of ITI-41 & 42

XDS Metadata
962-01 XDS Update TI Supp. MU — Add Parameters For SQ-FindDocumentsByReferenceld

XDS Metadata
965-01 XDS Update TI Supp. MU - Actor Requirements

XDS Metadata
966-00 XDS Update TI Supp. MU - Correct ATNA Message-No Async

XDS Metadata
967-03 XDS Update TI Supp. Update XDS-MU for newer XDR content in ITI TF Vol 1

XDS Metadata
979-01 XDS Update TI Supp. In XDS-MU Supplement, change Vol 3 Section 4.1.4 to 4.1.5
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Profile Document
CP affected updated Change Proposal Title
839-06 XPID XPID TI Supp, Clarify XPID audit messages

1.8 Security Implications

IHE transactions often contain information that must be protected in conformance with privacy
laws and regulations, such as HIPAA or similar requirements in other regions. IHE includes a
few security and privacy-focused profiles listed below. Other IHE Profiles generally do not have
specific privacy protections, but rather expect a proper grouping with one or more of the security
profiles:

e The Audit Trail and Node Authentication (ATNA) Profile specifies a means to ensure
that nodes in a network are authenticated.

e The ATNA Profile specifies an audit message for reporting security- and privacy-relevant
events.

e The Enterprise User Authentication (EUA) Profile specifies a means to authenticate
system users and to share knowledge of the authenticated users among applications.

e The Personnel White Pages (PWP) Profile provides a repository that may be used to hold
system users' identification data.

Implementers may follow these IHE profiles to fulfill some of their security needs. It is
understood that institutions must implement policy and workflow steps to satisfy enterprise
needs and to comply with regulatory requirements.

1.9 Comments

IHE International welcomes comments on this document and the IHE initiative. They can be
submitted using the Web-based comment form at http://ihe.net/ITI Public Comments or by
sending an email to the co-chairs and secretary of the IT Infrastructure domain committees at

iti@ihe.net.
1.10 Copyright Permission

Health Level Seven, Inc. has granted permission to the IHE to reproduce tables from the HL7
standard. The HL7 tables in this document are copyrighted by Health Level Seven, Inc. All rights
reserved.

The National Electrical Manufacturers Association (NEMA) has granted permission to the IHE
to incorporate portions of the DICOM standard.

Material drawn from these documents is credited where used.
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1.11IHE Technical Framework Development and Maintenance Process

The IHE IT Infrastructure Technical Framework is continuously maintained and expanded on an
annual basis by the IHE IT Infrastructure Technical Committee. The development and
maintenance process of the Framework follows a number of principles to ensure stability of the
specification so that both vendors and users may use it reliably in specifying, developing and
acquiring systems with IHE integration capabilities.

The first of these principles is that any extensions, clarifications and corrections to the Technical
Framework must maintain backward compatibility with previous versions of the framework in
order to maintain interoperability with systems that have implemented IHE actors and integration
profiles defined there.

The IHE IT Infrastructure Technical Framework is developed and re-published annually
following a three-step process:

1. The IT Infrastructure Technical Committee develops supplements to the current stable
version of the Technical Framework to support new functionality identified by the [HE
Strategic and Planning Committees and issues them for public comment.

2. The Committee addresses all comments received during the public comment period and
publishes an updated version of the Technical Framework for “Trial Implementation.”
This version contains both the stable body of the Technical Framework from the
preceding cycle and the newly developed supplements. It is the version of the Technical
Framework used by vendors in developing trial implementation software for the annual
IHE Connectathons.

3. The Committee regularly considers change proposals to the Trial Implementation version
of the Technical Framework, including those from implementers who participate in the
Connectathon. After resolution of all change proposals received within 60 days of the
Connectathon, the Technical Framework version is published as “Final Text”.
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2 IT Infrastructure Integration Profiles

IHE IT Infrastructure Integration Profiles (Figure 2-1), offer a common language that healthcare
professionals and vendors can use to discuss integration needs of healthcare enterprises and the
integration capabilities of information systems in precise terms. Integration Profiles specify
implementations of standards that are designed to meet identified clinical needs. They enable
users and vendors to state which IHE capabilities they require or provide, by reference to the
detailed specifications of the IHE IT Infrastructure Technical Framework.

Integration profiles are defined in terms of IHE actors and transactions. Actors (see ITI TF-1:
Appendix A) are information systems or components of information systems that produce,
manage, or act on information associated with clinical and operational activities in the enterprise.
Transactions (see ITI TF-1: Appendix B) are interactions between actors that communicate the
required information through standards-based messages.

Vendor products support an Integration Profile by implementing the appropriate actor(s) and
transactions. A given product may implement more than one actor and more than one integration
profile.

Patient Synchronized
i X Applications
Audit Tra'! & IyOde Synchronize multiple
Authentication applications on a desktop to the
Centralized privacy audit trail same patient

and node to node authentication
to create a secured domain.

Figure 2-1: IHE IT Infrastructure Integration Profiles

2.1 Dependencies among Integration Profiles

Dependencies among IHE Integration Profiles exist when implementation of one integration
profile is a prerequisite for achieving the functionality defined in another integration profile.
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Figure 2-1 provides a graphical view of the dependencies among IHE IT Infrastructure
Integration Profiles. The arrows in the figure point from a given integration profile to the
integration profile(s) upon which it depends. Table 2-1 defines these dependencies in tabular

form.

Some dependencies require that an actor supporting one profile be grouped with one or more
actors supporting other integration profiles. For example, Enterprise User Authentication (EUA)
requires that different participating actors be grouped with the Time Client that participates in the
Consistent Time (CT) Integration Profile. The dependency exists because EUA actors must refer

to consistent time in order to function properly.

Table 2-1: Integration Profiles Dependencies

Integration Profile

Depends on

Dependency Type

Purpose

Retrieve Information for Display
Integration (RID)

None

None

Enterprise User Authentication
(EUA)

Consistent Time

Each actor implementing
EUA shall be grouped with
the Time Client.

Required to manage
expirations of
authentication tickets

Patient Identifier Cross-referencing
(PIX)

Consistent Time

Each actor implementing PIX
shall be grouped with the
Time Client.

Required to manage and
resolve conflicts in
multiple updates.

Patient Synchronized Applications None None -

(PSA)

Consistent Time (CT) None None -

Patient Demographics Query None None -

(PDQ)

Personnel White Pages (PWP) None None -

Audit Trail and Node Consistent Time An ATNA Secure Node shall Required for consistent

Authentication (ATNA) be grouped with the Time time in audit logs.
Client.

Cross-Enterprise Document Audit Trail and Node Each XDS Actor shall be Required to manage audit

Sharing (XDS) Authentication grouped with the ATNA trail of exported PHI,
Secure Node or Secure node authentication and
Application. transport encryption.

Cross-Enterprise Document Consistent Time Each XDS Actor shall be To ensure consistency

Sharing (XDS) grouped with the Time among document and
Client. submission set dates.
Cross-Enterprise User Assertion None None
(XUA)
Patient Administration None None -
Management (PAM)
Cross-Enterprise Document Media Audit Trail and Node Each XDM Actor shall be Requires audit trails.
Interchange (XDM) Authentication grouped with Secure Node or
Secure Application.
Cross-Enterprise Document Media Any IHE Content The Portable Media Importer Enables some form of

Interchange (XDM)

Profile

shall be grouped with a
Content Consumer of one or
more IHE Content Profile

processing of imported
medical data.
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Integration Profile

Depends on

Dependency Type

Purpose

Basic Patient Privacy Consent
(BPPC)

XDS, XDM or XDR

The BPPC Content Creator
shall be grouped with an
XDS or XDR Document
Source, or an XDM Portable
Media Creator.

The BPPC Content
Consumer shall be grouped
with an XDS Document
Consumer, or an XDR
Document Recipient, or an
XDM Portable Media
Importer.

The content of a Basic
Patient Privacy Consent
Acknowledgement
document is intended for
use in XDS, XDR and
XDM.

Basic Patient Privacy Consent
(BPPC)

Cross Enterprise
Sharing of Scanned
Documents

The BPPC Content
Consumer shall be grouped
with the XDS-SD Content
Consumer.

Enables capturing of wet
signatures on patients'
consent documents.

Cross Enterprise Sharing of
Scanned Documents (XDS-SD)

XDS, XDM or XDR

The XDS-SD Content
Creator shall be grouped with
an XDS or XDR Document
Source, or an XDM Portable
Media Creator.

The XDS-SD Content
Consumer shall be grouped
with an XDS Document
Consumer, or an XDR
Document Recipient, or an

The content of this
profile is intended for use
in XDS, XDR and XDM.

XDM Portable Media
Importer.
Cross-Enterprise Document ATNA Each XDR Actor shall be Requires secure
Reliable Interchange (XDR) grouped with Secure Node or communication and audit
Secure Application. trails.
Multi-Patient Queries (MPQ) Audit Trail and Node Each Document Registry Required to manage audit
Authentication Actor and each Document trail of exported PHI,

Consumer shall be grouped
with a Secure Node or a
Secure Application.

node authentication and
transport encryption

Multi-Patient Queries (MPQ)

Consistent Time

Each Document Registry
Actor and each Document
Consumer shall be grouped
with the Time Client.

To ensure consistency
among document and
submission set dates

Patient Identifier Cross-
Referencing HL7 V3

Consistent Time

Each actor implementing
PIXv3 shall be grouped with

Required to manage and
resolve conflicts in

(PIX v3) the Time Client. multiple updates

Patient Demographics Query HL7 None None

V3 (PDQv3)

Cross-Community Access (XCA) Audit Trail and Node Each XCA Actor shall be Required to manage audit
Authentication grouped with Secure Node or trail of exported PHI,

Secure Application.

node authentication and
transport encryption.

Cross-Community Access (XCA)

Consistent Time

Each XCA Actor shall be
grouped with the Time
Client.

To ensure consistency
among document and
submission set dates.
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Integration Profile Depends on Dependency Type Purpose
Retrieve Form for Data Capture None None -
(RFD)
Sharing Value Sets Audit Trail and Node The Value Set Repository Required to manage audit
Authentication shall be grouped with a trail of Value Sets
Secure Node/Secure sharing and node
Application. authentication.
XCPD Audit Trail and Node Each XCPD Actor shall be Required to manage audit
Authentication grouped with Secure Node or trail of exported PHI,
Secure Application. node authentication and
transport security.
DSUB Consistent Time Each DSUB actor shall be Required due to ATNA
grouped with the Time grouping.
Client.

To support a dependent profile, an actor must implement all required transactions in the
prerequisite profiles in addition to those in the dependent profile. In some cases, the prerequisite
is that the actor selects any one of a given set of profiles.

2.2 Integration Profiles Overview
In this document, each IHE Integration Profile is defined by:
e The IHE actors involved
e The specific set of IHE transactions exchanged by each IHE actor

These requirements are presented in the form of a table of transactions required for each actor
supporting the Integration Profile. Actors supporting multiple Integration Profiles are required to
support all the required transactions of each Integration Profile supported. When an Integration
Profile depends upon another Integration Profile, the transactions required for the dependent
Integration Profile have not been included in the table.

Note that IHE Integration Profiles are not statements of conformance to standards, and IHE is not
a certifying body. Users should continue to request that vendors provide statements of their
conformance to standards issued by relevant standards bodies, such as HL7 and DICOM.
Standards conformance is a prerequisite for vendors adopting IHE Integration Profiles.

Also note that there are critical requirements for any successful integration project that IHE
cannot address. Successfully integrating systems still requires a project plan that minimizes
disruptions and describes fail-safe strategies, specific and mutually understood performance
expectations, well-defined user interface requirements, clearly identified systems limitations,
detailed cost objectives, plans for maintenance and support, etc.
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2.21 This section is reserved.
2.2.2 This section is reserved.

223 Retrieve Information for Display (RID)

Retrieve Information for Display enables simple and rapid access to patient information for
better care. It supports access to existing persistent documents in well-known presentation
formats such as CDA®, PDF, JPEG, etc. It also supports access to specific key patient-centric
information such as allergies, current medications, summary of reports, etc. for presentation to a
clinician. It complements workflows from within the users’ on-screen workspace or application.
By linking it with two other IHE profiles - Enterprise User Authentication and Patient Identifier
Cross-referencing, this profile’s reach can extend across organization boundaries within an
enterprise. This IHE Integration Profile leverages HTTP, Web Services, IT presentation formats
and HL7 CDA Level 1.

224 Enterprise User Authentication (EUA)

Enterprise User Authentication defines a means to establish one name per user that can then be
used on all of the devices and software that participate in this integration profile. It greatly
facilitates centralized user authentication management and provides users with the convenience
and speed of a single sign-on. This profile leverages Kerberos (RFC1510) and the HL7 CCOW
standard (user subject). User authentication is a necessary step for most application and data
access operations and streamlines workflow for users. Future profiles will deal with other
security issues, such as authorization management.

2.2.5 Patient Identifier Cross-referencing (PIX)

The PIX Profile supports the cross-referencing of patient identifiers from multiple Patient
Identifier Domains. These cross-referenced patient identifiers can then be used by “identity
consumer” systems to correlate information about a single patient from sources that “know” the
patient by different identifiers. This allows a clinician to have more complete view of the patient
information.

2.2.6 Patient Synchronized Applications (PSA)

Patient Synchronized Applications supports viewing data for a single patient among otherwise
independent and unlinked applications on a user's workstation. Its implementation reduces the
repetitive tasks of selecting the same patient in multiple applications. It also improves patient
safety by reducing the chance of medical errors caused by viewing the wrong patient's data. Its
ability to work with the Patient Identifier Cross-referencing provides a seamless environment for

5 CDA is the registered trademark of Health Level Seven International.
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clinicians and IT staff. This profile leverages the HL7 CCOW standard specifically for patient
subject context management.

2.2.7 Consistent Time (CT)

Consistent Time defines mechanisms to synchronize the time base between multiple actors and
computers. Various infrastructure, security, and acquisition profiles require use of a consistent
time base on multiple computers. The Consistent Time Profile provides median synchronization
error of less than 1 second. Configuration options can provide better synchronization. The
Consistent Time Profile specifies the use of the Network Time Protocol (NTP) defined in
RFC1305.

228 Patient Demographics Query (PDQ)

Patient Demographics Query provides ways for multiple distributed applications to query a
patient information server for a list of patients, based on user-defined search criteria, and retrieve
a patient’s demographic (and, optionally, visit or visit-related) information directly into the
application.

229 Audit Trail and Node Authentication (ATNA)
Audit Trail and Node Authentication establishes the characteristics of a Basic Secure Node:

1. It describes the security environment (user identification, authentication, authorization,
access control, etc.) assumed for the node so that security reviewers may decide whether
this matches their environments.

2. It defines basic auditing requirements for the node

It defines basic security requirements for the communications of the node using TLS or
equivalent functionality.

4. It establishes the characteristics of the communication of audit messages between the
Basic Secure Nodes and Audit Repository nodes that collect audit information.

5. It defines a Secure Application Actor for describing product configurations that are not
able to meet all of the requirements of a Secure Node.
Note: ATNA security considerations require the use of Secure Nodes. The Secure Application is defined to permit
product configurations to indicate that the product is ready for easy integration into a Secure Node environment

because it performs all of the security related functions that are directly related to the application function. See
ITI TF-1: 9.1.1 for more details.

This profile has been designed so that specific domain frameworks may extend it through an
option defined in the domain specific technical framework. Extensions are used to define
additional audit event reporting requirements, especially actor specific requirements. The
Radiology Audit Trail Option in the IHE Radiology Technical Framework is an example of such
an extension.
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2.210 Cross-Enterprise Document Sharing (XDS)

Cross-Enterprise Document Sharing enables a number of healthcare delivery organizations
belonging to an XDS Affinity Domain (e.g., a community of care) to cooperate in the care of a
patient by sharing clinical records in the form of documents as they proceed with their patients’
care delivery activities. Federated document repositories and a document registry create a
longitudinal record of information about a patient within a given XDS Affinity Domain. This
profile is based upon ebXML Registry standards and SOAP. It describes the configuration of an
ebXML Registry in sufficient detail to support Cross Enterprise Document Sharing.

2.2.11 Personnel White Pages (PWP)

Personnel White Pages Profile provides access to basic human workforce user directory
information. This information has broad use among many clinical and non-clinical applications
across the healthcare enterprise. The information can be used to enhance the clinical workflow
(contact information), enhance the user interface (user friendly names and titles), and ensure
identity (digital certificates). This Personnel White Pages directory will be related to the User
Identity provided by the Enterprise User Authentication (EUA) Integration Profile previously
defined by IHE.

2.2.12 Intentionally Left Blank

2.213 Cross Enterprise User Assertion (XUA)

Cross-Enterprise User Assertion provides a means to communicate claims about the identity of
an authenticated principal (user, application, system...) in transactions that cross-enterprise
boundaries. To provide accountability in these cross enterprise transactions there is a need to
identify the requesting principal in a way that enables the receiver to make access decisions and
generate the proper audit entries. The XUA Profile supports enterprises that have chosen to have
their own user directory with their own unique method of authenticating the users, as well as
others that may have chosen to use a third party to perform the authentication.

2.214 Patient Administration Management (PAM)

Patient Administration Management establishes the continuity and integrity of patient data, and
additional information such as related persons (primary caregiver, guarantor, next of kin, etc.). It
coordinates the exchange of patient registration and update information among systems that need
to be able to provide current information regarding a patient’s encounter status and location. This
profile supports ambulatory and acute care use cases including patient identity feed, admission
and discharge, and transfer and encounter management, as well as explicit and precise error
reporting and application acknowledgment.

The PAM Profile supports two patient encounter management scenarios: either one single central
patient registration system serving the entire institution, or multiple patient registration systems
collaborating as peers serving different clinical settings in an institution.
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2.2.15 Cross-Enterprise Document Reliable Interchange (XDR)

Cross-Enterprise Document Reliable Interchange provides document interchange using a
reliable messaging system. This permits direct document interchange between EHRs, PHRs, and
other healthcare IT systems in the absence of a document sharing infrastructure such as XDS
Registry and Repositories.

2.216 Cross-Enterprise Document Media Interchange (XDM)

Cross-Enterprise Document Media Interchange provides document interchange using a
common file and directory structure over several standard media. This permits the patient to use
physical media to carry medical documents. This also permits the use of person-to-person email
to convey medical documents.

2.217 Retrieve Form for Data Capture (RFD)

Retrieve Form for Data Capture provides a method for gathering data within a user’s current
application to meet the requirements of an external system. RFD supports the retrieval of forms
from a form source, display and completion of a form, and return of instance data from the
display application to the source application.

2.218 Cross-Community Access (XCA)

Cross-Community Access supports the means to query and retrieve patient relevant medical data
held by other communities. A community is defined as a coupling of facilities/enterprises that
have agreed to work together using a common set of policies for the purpose of sharing clinical
information via an established mechanism. Facilities/enterprises may host any type of healthcare
application such as EHR, PHR, etc. A community is identifiable by a globally unique id called
the homeCommunityld. Membership of a facility/enterprise in one community does not preclude
it from being a member in another community. Such communities may be XDS Affinity
Domains which define document sharing using the XDS Profile or any other communities, no
matter what their internal sharing structure.

2.2.19 Basic Patient Privacy Consents (BPPC)

Basic Patient Privacy Consents provides a mechanism to record the patient privacy consent(s),
and a method for Content Consumers to use to enforce the privacy consent appropriate to the
use. This profile complements XDS by describing a mechanism whereby an XDS Affinity
Domain can develop and implement multiple privacy policies, and describes how that
mechanism can be integrated with the access control mechanisms supported by the XDS actors
(e.g., EHR systems).

2.2.20 Scanned Documents Integration Profile (XDS-SD)

A variety of legacy paper, film, electronic and scanner outputted formats are used to store and

exchange clinical documents. These formats are not designed for healthcare documentation, and
furthermore, do not have a uniform mechanism to store healthcare metadata associated with the
documents, including patient identifiers, demographics, encounter, order or service information.
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The association of structured, healthcare metadata with this kind of document is important to
maintain the integrity of the patient health record as managed by the source system. It is
necessary to provide a mechanism that allows such source metadata to be stored with the
document.

2.2.21 Sharing Value Set Integration Profile (SVS)

Sharing Value Sets provides a means through which healthcare systems producing or consuming
clinical or administrative data, such as diagnostic imaging equipment, laboratory reporting
systems, primary care physician office EMR systems, or national healthcare record systems, can
receive a common, uniform nomenclature managed centrally. Shared nomenclatures with
specific derived value sets are essential to achieving semantic interoperability.

This profile describes transactions for retrieving Value Sets from a Value Set Repository by a
Value Set Consumer. A single Value Set Repository can be accessed by many Value Set
Consumers, establishing a domain of consistent and uniform set of nomenclatures. It supports
automated loading of Value Sets by systems implementing a Value Set Consumer, reducing the
burden of manual configuration.

2.2.22 Document-based Referral Request (DRR)

This profile has been retired in favor of use of the Cross-Enterprise Document Workflow
(XDW) Profile.

2.2.23 Patient Identifier Cross-referencing HL7 V3 (PIXV3)

The functionality of the PIXV3 Profile is identical to the PIX Profile described in Section 2.2.3.
The differences are in the format of the messages, and in the use of SOAP-based web services.
These changes make this profile well suited for use within an existing IT infrastructure for cross-
enterprise data access and exchange. The PIXV3 Profile supports the cross-referencing of patient
identifiers from multiple Patient Identifier Domains. These cross-referenced patient identifiers
can then be used by “identity consumer” systems to correlate information about a single patient
from sources that “know” the patient by different identifiers. This allows a clinician to have more
complete view of the patient information.

2.2.24 Patient Demographics Query HL7 V3 (PDQV3)

The functionality of the PDQV3 Profile is identical to the PDQ Profile described in Section
2.2.6. The differences are in the format of the messages, and in the use of SOAP-based web
services. These changes make this profile well suited for use within an existing IT infrastructure
for cross-enterprise data access and exchange. The PDQV3 Profile provides ways for multiple
organizations, or multiple distributed applications to query a patient information server for a list
of patients, based on user-defined search criteria, and retrieve a patient’s demographic
information directly into the application.
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2.2.25 Multi-Patient Queries (MPQ)

Multi-Patient Queries defines a mechanism to enable aggregated queries to a Document
Registry based on certain criteria needed by areas related to data analysis, such as quality
accreditation of health care practitioners or health care facilities, clinical research trial data
collection or population health monitoring.

2.2.26 Document Metadata Subscription (DSUB)

Document Metadata Subscription describes the use of subscription and notification mechanism
for use within an XDS Affinity Domain and across communities. The subscription allows for the
matching of metadata during the publication of a new document for a given patient, and results
in the delivery of a notification.

2.2.27 Cross-Community Patient Discovery (XCPD)

Cross-Community Patient Discovery supports the means to locate communities that hold patient
relevant health data and the translation of patient identifiers across communities holding the
same patient’s data. A community is defined as a group of facilities/enterprises that have agreed
to work together using a common set of policies for the purpose of sharing health information
within the community via an established mechanism. Facilities/enterprises may host any type of
healthcare application such as EHR, PHR, etc. A community is identifiable by a globally unique
id called the homeCommunityld. Membership of a facility/enterprise in one community does not
preclude it from being a member in another community. Such communities may be XDS
Affinity Domains which define document sharing using the XDS Profile or any other
communities, no matter what their internal sharing structure.

2.2.28 This section is reserved

Future.

2.2.29 This section is reserved

Future.

2.2.30 Cross-Enterprise Document Workflow (XDW)

Cross-Enterprise Document Workflow enables participants in a multi-organization environment
to manage and track the tasks related to patient-centric workflows as the